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In the recent case Construction Industry Laborers Pension Fund on behalf of SolarWinds
Corporation, et. al v. Mike Bingle, et al. (2022), the Delaware Chancery Court considered whether
the directors of SolarWinds Corporation, a provider of information technology infrastructure
management software, had violated their Caremark duties to conduct reasonable cybersecurity risk
oversight of the company. While the case was ultimately dismissed, SolarWinds demonstrates the
importance of establishing and monitoring cybersecurity oversight, and in particular that directors of
companies who may be required to follow certain cybersecurity regulations (positive law) should
work to ensure compliance (or oversight thereof) with such regulations, in order to protect against
future exposure.

In 2020, hackers concealed malicious code in SolarWinds’ software and orchestrated an attack that
affected up to 18,000 of SolarWinds’ clients and led to a precipitous drop in SolarWinds’ stock price.
Plaintiffs brought a derivative suit against the directors of SolarWinds, alleging that the attack
resulted from the directors’ breach of their fiduciary duties of loyalty for failure to provide
reasonable oversight, as established by the landmark case In re Caremark International Inc.
Derivative Litigation (1996), of the company’s cybersecurity risks.

Ultimately, the Delaware Chancery Court granted the defendants’ motion to dismiss, ruling that the
complaint failed to show a “substantial likelihood” that a majority of the board of directors for
SolarWinds faced liability on the merits of the plaintiffs’ claim. The court rejected plaintiffs’ argument
that the directors had acted in bad faith in failing to monitor the company’s cybersecurity risks. The
court also ruled that it was unwilling to hold the directors liable for failure to monitor a business risk,
noting that past cases have only found breaches in director duties of oversight in instances where a
company’s directors filed to comply with “positive laws,” such as statutes and regulations regarding
particular conduct. In light of these reasons, the court granted the defendants’ motion to dismiss.

The court’s decision in SolarWinds has implications for directors of all companies, as cybersecurity
risks continue to arise and evolve. Given the growing risk of cybersecurity breaches, it is likely that
more positive laws requiring companies to take certain actions and protection related to

cybersecurity will be codified. As such, directors should remain diligent to ensure their companies
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monitor for applicable cybersecurity requirements, and ensure an appropriate oversight program is
established and monitored, in order to avoid liability. In addition, while the court declined to find that
lack of reporting to the full board of directors on cybersecurity matters arose to intentional disregard
by the board of its oversight duties, the court characterized as “subpar” the reporting system
between board committees and the full board. Thus, it is recommended that a regular system of
reporting to the full board on cybersecurity matters should be considered.

This article is available in the Jenner & Block Japan Newsletter. /| Z ?acE(FJenner & Block= 2 —

AL R—ICREBINTWET,

Related Attorneys

Donald E. Batterson

Partner
dbatterson@jenner.com
+1 312923 2607

Related Articles

Jenner & Block Japan Newsletter | May 2023

Related Capabilities

Data Privacy and Cybersecurity

Japan Practice

© 2026 Jenner & Block LLP. Attorney Advertising. Jenner & Block LLP is an Illinois Limited Liability Partnership including
professional corporations. This publication, presentation, or event is not intended to provide legal advice but to provide information
on legal matters and/or firm news of interest to our clients and colleagues. Readers or attendees should seek specific legal advice

before taking any action with respect to matters mentioned in this publication or at this event. The attorney responsible for this


https://www.jenner.com/en/people/donald-e-batterson
https://www.jenner.com/en/people/donald-e-batterson
mailto:dbatterson@jenner.com
tel:%2B13129232607
https://www.jenner.com/en/news-insights/publications/jenner-and-block-japan-newsletter-may-2023
https://www.jenner.com/en/capabilities/practices/investigations/data-privacy-and-cybersecurity
https://www.jenner.com/en/capabilities/regional-markets/japan
https://www.jenner.com/en/news-insights/publications/jenner-and-block-japan-newsletter-may-2023
https://www.jenner.com/ja/news-insights/publications/jenner-and-block-japan-newsletter-may-2023

communication is Brent E. Kidwell, Jenner & Block LLP, 353 N. Clark Street, Chicago, IL 60654-3456. Prior results do not guarantee a
similar outcome. Jenner & Block London LLP, an affiliate of Jenner & Block LLP, is a limited liability partnership established under
the laws of the State of Delaware, USA and is authorised and regulated by the Solicitors Regulation Authority with SRA number
615729. Information regarding the data we collect and the rights you have over your data can be found in our Privacy Notice. For

furtherinquiries, please contact dataprotection@jenner.com.

Stay Informed —


https://www.jenner.com/en/legal-notices/privacy-policy
mailto:dataprotection@jenner.com?subject=Data%20Privacy%20Inquires%20-%20online
https://www.jenner.com/en/subscription-form

