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Shoppers in online marketplaces, or customers checking reviews before dining or retaining a
service, have become increasingly reliant on internet testimonials. Mark P. of Hoboken, NJ rates
Hank’s Burger Depot 5 out of 5 stars, and he tells you it’s the best burger and shake he’s ever had.
But did Hank promise Mark P. a free meal in exchange for leaving that review? Does Mark P. work at
the Burger Depot? Does Mark P. even exist? As e-commerce, social media, and influencer marketing
have all grown and become intertwined, it has become increasingly difficult to discern what
constitutes an authentic positive review or endorsement for a product or service online.

Recently, the Federal Trade Commission issued a formal warning to hundreds of companies across
a wide span of US industries, indicating that it will penalize deceptive practices related to fake or
misleading reviews and endorsements. This warning follows increased litigation in recent years over
these practices, which remains ongoing.

On October 13, 2021, the FTC formally issued a Notice of Penalty Offenses, stating it was
“blanketing industry” with the warning that the FTC will use its penalty powers under Section 5(m)
(1)(B) of the FTC Act if those companies engage in deceptive conduct regarding online
endorsements and reviews. The list of more than 700 companies includes many of the biggest

companies in the United States, including Amazon, Google, and Walmart, in a variety of sectors, and
also includes advertisers and advertising agencies. The inclusion of the companies does not mean
they have engaged in these practices previously, but it does mean that the FTC will find that they are
on notice of the prohibition if they are found to have engaged in such deceptive practices in the
future. The penalties for future violations are significant—up to $43,792 for each violation.

The Notice defines the deceptive conduct as including—but not limited to—falsely claiming an
endorsement by a third party; misrepresenting whether an endorser is an actual, current, or recent
user; using an endorsement to make deceptive performance claims; failing to disclose an
unexpected material connection with an endorser; and misrepresenting that the experience of
endorsers represents consumers’ typical experience. The FTC issued FAQs elaborating on the
proscribed conduct. For example, the proscribed “unexpected material connection” could include
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the endorser being a relative or employee of the marketer, or if the endorser has been paid or given
something of value to tout the product.

The FTC’s announcement that it will rely on its Section 5 civil penalty powers pursuant follows a
recent Supreme Court ruling that stripped the FTC of other enforcement powers. In late April 2021,
the Court unanimously ruled in AMG Capital Management, LLC v. FTC that Section 13(b) of the FTC
Act does not allow the FTC to seek monetary remedies in federal court. Immediately following the
ruling, then-FTC Commissioner (and recently confirmed CFPB Director) Rohit Chopra urged the FTC
to “deploy the FTC’s dormant Penalty Offense Authority” under Section 5 to make up for the loss of
the Section 13(b) powers. In October 2020—in anticipation of the Court’s ruling in AMG Capital
Management—Chopra co-authored an article in the University of Pennsylvania Law Review with
Samuel A.A. Levine, titled “The Case for Resurrecting the FTC Act’s Penalty Offense Authority,”
which maps out the FTC’s penalty offense authority under Section 5(m)(1)(B) of the FTC Act and
promotes the use of that authority particularly for “online disinformation.”

Aside from the FTC, consumers and competitors have increasingly litigated these questions in the
past few years, seeking ways of holding companies accountable for faking reviews in order to gain a
leg up on competitors or mislead consumers. Litigants have relied on the Lanham Act’s prohibition
against false advertising, state consumer protection statutes, and other state law claims. Outcomes
have been mixed, depending on the legal theory and the parties’ ability to prove or sufficiently allege
that a company has falsified reviews. A sample of recent cases related to fake online reviews or
endorsements across jurisdictions appears below:

e Inadispute between two cloud-based communications services, RingCentral asserted
defamation claims against Nextiva both for Nextiva’s alleged fake negative reviews of RingCentral,
and Nextiva’s fake positive reviews of itself—which RingCentral alleged cast it in a bad light by
comparison. At the summary judgment stage, a judge in the District Court for the Northern District
of California dismissed RingCentral’'s defamation claims as to the fake positive reviews, holding
that those reviews—which were only about Nextiva—were not “of or concerning” the plaintiff
RingCentral, a required element for a defamation claim. See Ringcentral, Inc. v. Nextiva, Inc., No.
19-CV-02626-NC, 2021 WL 2476879, at *2 (N.D. Cal. June 17, 2021).

e In adispute between two companies selling dietary supplements, Vitamins Online alleged that the
defendant NatureWise manipulated the Amazon.com customer review system by, among other
things, directing its employees to “up vote” its products’ good reviews, and offering free products
to customers in exchange for good reviews. Following a bench trial, a judge in the District Court
for the District of Utah held that this conduct violated the Lanham Act’s prohibition of false
advertising and Utah’s common law unfair competition laws. See Vitamins Online, Inc. v.
HeartWise, Inc, No. 2:13-CV-00982-DAK, 2020 WL 6581050, at *21 (D. Utah Nov. 10, 2020).
The court held that Vitamins Online was entitled to the disgorgement of NatureWise’s ill-gotten



profits of nearly $10 million.

In the District of New Jersey, courts have held that the allegations that companies manipulated
Amazon reviews of their products, such as by faking customer reviews or flooding the site with
“professional reviews” (those elicited by the company’s offering of a free product), are sufficient
to state claims under federal and state false advertising laws, as well as claims for tortious
interference with prospective business advantage. See AlphaCard Sys. LLC v. Fery LLC, No.
CV1920110MASTIB, 2020 WL 4736072, at *3 (D.N.J. Aug. 14, 2020); Interlink Products
International, Inc. v. F & W Trading LLC, No. 15-1340, 2016 WL 1260713, at *9 (D.N.J. Mar. 31,
2016).

Casper Sleep, Inc., the online company selling Casper mattresses, has been a fairly active litigant
regarding allegedly fake or manipulated online reviews—both as a plaintiff and defendant.
Recently, in the Southern District of New York, a mattress competitor asserted counterclaims
under the Lanham Act, alleging that Casper faked its positive Amazon reviews. The competitor
relied upon an “independent website” that assesses Amazon reviews, which gave Casper a “fail”
grade due to purported indicators of “unnatural reviews,” such as many positive reviews with no
corresponding comments and the wholesale deletion of large portions of Casper’s positive
reviews. The court granted Casper’s motion to dismiss these claims, holding that the allegations
were too speculative to show that Casper actually faked the positive Amazon reviews. See Casper
Sleep, Inc. v. Nectar Brand LLC, No. 18 CIV. 4459 (PGG), 2020 WL 5659581, at *11 (S.D.N.Y.
Sept. 23, 2020); see also GhostBed, Inc. v. Casper Sleep, Inc., No. 0:15-CV-62571-WPD, 2018
WL 2213002, at *7 (S.D. Fla. May 3, 2018) (dismissing Lanham Act claims against Casper at the
summary judgment stage, because the plaintiff did not establish that Casper made any false or
misleading statements in its use of “affiliate relationships with online reviewers”).
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