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In April 2025, Attorney General Pam Bondi signaled the Department of Justice’s (the “Department”
or “DOJ”) heightened interest in pursuing “improper leaks” of “protected” government information

and, to do so, relaxed DOJ’s self-imposed policy constraints on conducting media investigations.[1]

In January 2026, the Federal Bureau of Investigation (FBI) executed a search warrant at the home
of Washington Post reporter Hannah Natanson, seeking information related to an alleged disclosure
of classified information by a government contractor, and also issued a subpoena to the newspaper.
[2] The ultimate outcome of that search and seizure remains unclear, as it is currently the subject of

litigation in the Eastern District of Virginia.[3]

As DOJ continues to prioritize leak investigations and scrutinize press activities, this client alert
provides background on the rights of the news media and DOJ’s obligations under law and policy
when conducting investigations that involve the press. In particular, while the Department’s use of
compulsory legal process to seize information from the news media remains limited by the Privacy
Protection Act, there are significant exceptions to that law. In addition, constraints established under
DOJ policy are not legally enforceable, and a recent report issued by the DOJ’s Office of Inspector
General indicates that between 2017 and 2020, DOJ did not consistently follow its internal

procedures to obtain news media communications records.[4]

The Privacy Protection Act

The Privacy Protection Act (“PPA” or “Act”)[5] establishes important statutory protections for the
news media with respect to law enforcement investigations. Enacted in 1980, the Act responded to
the Supreme Court’s decision in Zurcher v. Stanford Daily, which held that the use of a search
warrant to search the office of a student newspaper did not violate the paper’s rights under the First

and Fourth Amendments.[6] In the absence of those constitutional protections, the Act established
new rules for law enforcement when it seeks to obtain (by subpoena or search warrant) journalistic
“work product” or “documentary material,” and it provides a civil remedy if the government violates

those statutory requirements.[7]
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Under the PPA, “work product”—defined as material prepared in anticipation of publication, including
the “mental impressions, conclusions, opinions, or theories” of a person who prepared them for

communication to the public, such as a draft of a news article[8] —cannot be seized pursuant to a

warrant unless a statutory exception applies.[9] Similarly, other “documentary materials”—written,
printed or other materials “upon which information is recorded,” such as a photograph or audio

recording[10] —are also protected from seizure.[11] In both cases, law enforcement must first seek

these materials via subpoena.[12] Solely with respect to documentary materials other than work
product, the use of a warrant is also permitted if a subpoena “would result in the destruction,

alteration, or concealment” of those materials.[13]

The most important exception to these constraints allows law enforcement to obtain a search
warrant if there is probable cause to believe the materials relate to a criminal offense committed by

their possessor.[14] This provision is known as the “suspect exception,” and it applies to both work
product and documentary materials. That is, if a media organization or journalist is suspected to
have committed a criminal offense, and the materials sought relate to that offense, a search warrant
or subpoena for those materials is not subject to the PPA—with one critical caveat. The suspect
exception does not apply if the crime in question is just the “receipt, possession, communication, or
withholding” of the materials, unless the offense at issue concerns national security information or
child exploitation material, as specifically enumerated in the PPA, or the seizure is necessary to
prevent death or serious injury. Put simply, notwithstanding the PPA, law enforcement can use
compulsory process if there is probable cause to believe that the materials relate to a crime
committed by the possessor, including the possession of national security information or child
exploitation material, but not including other possessory offenses.

While the Act protects against the government’s disregard of these requirements through a civil

remedy for actual damages not less than $1,000 in liquidated damages,[15] it does not provide for a
suppression remedy. Nor does the Act apply to otherwise lawful searches and seizures at the

border, which are subject to the Fourth Amendment’s border search exception.[16]

That said, the FBI’s affidavit in support of its recent application to search a Washington Post
reporter’s home notably failed to mention the PPA at all, or explain which, if any, of the Act’s

exceptions applied.[17]

DOJ Policy

As a matter of policy, DOJ has historically imposed voluntary restrictions on its use of legal process
to compel journalists to divulge information, as codified at 50 C.F.R. § 50.10. These restrictions,
which go beyond the PPA, have varied over time. While there is no private right of action to enforce
this policy, the policy provides important additional procedural protections. Media organizations
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should review them carefully, as key recent updates have narrowed the scope of the policy and
relaxed restrictions on (and approvals necessary for) investigations involving the press.

The current policy was issued by Attorney General Pam Bondi last year in an April 25, 2025
memorandum. That memorandum rescinded existing constraints on DOJ’s use of legal process to
obtain information from and about journalists, on the grounds that those constraints had “unduly
hindered” the Department’s efforts to “subpoena journalists who have coordinated with Federal
employees to leak protected materials” and to “identify and punish the source of improper

leaks.”[18]

The prior policy—issued by then-Attorney General Merrick Garland in 2021—established a bright-
line rule barring the use of subpoenas, search warrants, and other compulsory processes to seek
information from the news media, as well as related information from third-party service providers,
subject to a few limited exceptions. That policy extended protections to any information gathered by
the news media for purposes of public dissemination, including the receipt or possession of
classified government material from anonymous or confidential sources.

The new DOJ policy rescinds that bright-line rule and returns to a balancing test approach, like that
employed by the DOJ prior to the Biden Administration’s reforms, to guide investigations involving
members of the news media. It also narrowed the scope of newsgathering activities that are subject
to that balancing test.

Specifically, the Department’s decision of whether and when to use legal tools to obtain information
from journalists is guided by a balancing of four considerations: (1) protecting national security, (2)
ensuring public safety, (3) promoting effective law enforcement and the fair administration of
justice, and (4) safeguarding the essential role of the free press in fostering government

accountability.[19]

This test applies when the Department seeks to compel a journalist to divulge records or
information with a subpoena, warrant, or other compulsory legal process, or when it seeks to search
a journalist’s premises or property. It also applies when DOJ seeks to compel information from third
parties who hold communications records of journalists or business records pertaining to

newsgathering.[20]

The new policy acknowledges the importance of freedom of the press and that the use of
compulsory legal processes can impair this freedom. It nonetheless narrows the scope of
newsgathering activities that receive this protection. First, it omits from the definition of
“newsgathering” the receipt, possession, or publication of classified documents. Second, it qualifies
the protections it extends through the balancing test and through a limitation on the policy’s
protection only to “lawful” newsgathering.
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“Lawful newsgathering” is not defined, and the policy does not explain how DOJ will distinguish
between “lawful” and “unlawful” newsgathering during an investigation. However, DOJ has signaled
its intent to pursue leaks involving not only classified information, but also leaks which are

“sensitive,” “protected,” or merely detrimental to the Administration’s policies.[21] News media
organizations should therefore anticipate that, under this new policy, DOJ will apply a lower standard
of procedural protection when either classified information or other material harmful to the
Administration is involved.

With respect to “lawful newsgathering” activities, the new policy retains three key procedural
protections before compulsory legal process may be used, and it provides that the use of such
compulsory tools should be an “extraordinary” measure.

First, the Attorney General must personally approve requests to issue a subpoena or seek a
court order, unless the affected organization or journalist agrees in advance to comply or the

records or testimony sought are unrelated to newsgathering.[22] The Attorney General also
must give approval before a journalist may be questioned, arrested, or charged, unless there

are exigent circumstances.[23]

Second, the government must make “all reasonable efforts” to obtain the relevant information

from other sources.[24] In other words, the government must exhaust other avenues before
resorting to a subpoena or other compulsory process, including pursuing negotiations with the

affected journalist.[25]

And third, if permission to seek a subpoena has been obtained from the Attorney General, the
government “shall” provide prior notice to the affected journalist, media organization, or third-
party organization, unless the Attorney General determines for “compelling reasons” that the
prior notice would pose a “substantial threat” to the integrity of the DOJ’s investigation, risk
“grave harm” to national security, or present an imminent risk of death or serious bodily harm.
If no prior notice is given, notice must be provided to the journalist or media organization as
soon as the threat has passed, or at the very latest 90 days after the government has received

the results of any subpoena, court order, or warrant.[26]

The new policy also removes key language relating to the Department’s interpretation of the PPA’s
suspect exception. Prior policies provided that the exception only applied when the alleged crime

was “not based on, or within the scope of, newsgathering activities.”[27] They also included language
specifying that the suspect exception did not apply when the “sole purpose” of a search was to

further the investigation of a third party.[28] The new DOJ policy omits these provisions,[29] which

allows DOJ further latitude in using the PPA’s exceptions to obtain material from journalists.[30]

Key Takeaways



As recent investigative developments have illustrated, news media organizations and journalists
should take care to review and understand the law and policy applicable to their work. Availing itself
of its relaxed policies in this area, DOJ has flexed its willingness to investigate apparent leaks of
government information—including by compelling journalists to divulge confidential government
sources or materials obtained from them, or searching their devices.

Jenner & Block will continue to monitor developments, including whether and how the Department
of Justice implements the new policy, and is available to advise individuals or organizations being
investigated in connection with newsgathering activities.
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of the press. Similarly, the Fourth Amendment constrains the manner in which the government may conduct searches of

journalistic material, insofar as the government’s search tactics are unsupported by probable cause or impermissibly broad. This is

most evident with respect to electronically stored information and digital devices.
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