
 

 

 

Data Privacy and Cybersecurity
Attorney General’s Office Revises CCPA Draft Regulations
By: Kate T. Spelman, David P. Saunders and Effiong K. Dampha

On Friday, February 7, 2020, the Office of Attorney General Xavier Becerra published a notice of
modifications to the proposed regulations for the California Consumer Privacy Act (CCPA), which were
initially published on October 11, 2019.  The Attorney General’s office made the changes both in
response to public comments and to clarify and conform the previously proposed regulations.  A redline
comparison of the original and revised proposed regulations can be found here. 

The deadline to submit written comments regarding the proposed modifications is Monday, February
24, 2020 at 5:00 pm.  The Attorney General has until July 1, 2020, to adopt final CCPA regulations. 
One signal sent by these proposed modifications is that it may still be some time before the CCPA
regulations are finalized despite the fact that CCPA went into effect on January 1, 2020.

While there are many proposed modifications to the proposed regulations, what we view as the most
significant changes are summarized below:

“Household” No Longer Just Means People Who Live in the Same House.  In a change
that many privacy groups and businesses advocated for, the definition of “household” was
updated from “a person or group of people occupying a single dwelling” to “a person or group of
people who:  (1) reside at the same address, (2) share a common device or the same service
provided by a business, and (3) are identified by the business as sharing the same group account
or unique identifier.”  This new definition adds much-needed clarity as to when a group of co-
habiting individuals are considered a “household.”

Changes to Household Requests to Know or Delete.  Another modification that was
advocated for by privacy and business groups alike impacts when a business is obligated to
respond to a request to know or delete for a household.  Under the proposed, modified
regulations, businesses are only required to comply with a request to know or delete personal
information (PI) of members of a household if all household members join the request and can be
individually verified.  If a consumer maintains a password protected account, this proposed
regulation would not impact what information is made available pursuant to the ordinary business
practices of any company.  

“Personal Information” Explained.  The modifications to the proposed regulations support a
plain reading of the CCPA’s definition of “personal information.”  Specifically, the modifications
make express that “personal information” is limited to information that “identifies, relates to,
describes, is reasonably capable of being associated with, or could be reasonably linked, directly
or indirectly, with a particular consumer or household.”  As an example, the modified, proposed
regulations explain that IP addresses that cannot be linked with a particular consumer or
household are not PI under the CCPA. 

Change to the Standard Under Which Businesses Can Use PI.  The modifications provides
that businesses must not use PI for purposes “materially different” from those the business
originally disclosed upon collection.  This modification relaxes the original, proposed regulation
that businesses not use PI for “any other purpose than those disclosed.”

Changes Regarding the Use of Personal Information by Service Providers.  Under the text
of the initial proposed regulations, service providers were not permitted to use personal
information “for the purpose of providing services to another person or entity” other than the
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source of the PI.  The modifications clarify that a service provider may retain, use or disclose PI to
perform services pursuant to a written contract with the business that provided the PI, to employ a
subcontractor (who meets CCPA requirements), for internal use to build or improve its own
services, or to protect against security breaches.  

Verified Consumer Requests to Service Providers.  Under the initial, proposed regulations,
service providers that received verified consumer requests for disclosure or for deletion were
required to either comply with the request or both explain the basis for the denial and “also inform
the consumer that is should submit the request directly to the business.”  The modifications clarify
that, in denying requests, service providers need only tell consumer that they cannot fulfill such
requests because they are only service providers and not the business that collected the data. 

Privacy Policy Requirements Altered.  Under the modifications, businesses no longer need to
disclose in their privacy policy the source of each category of PI the business disclosed or sold to
a third party in the preceding 12 months.  The modified, proposed regulations do retain the
requirement that businesses disclose sources of information in response to consumer “Right to
Know” requests.

Mobile Apps Need to Provide Pop-Up Notices Before Collecting Unexpected
Information.  What appears to be one of the primary purposes of the modification is to provide
additional guidance around mobile applications.  One of the changes around mobile apps is that
app providers would be required to provide “just-in-time” notices, like pop-ups, whenever a
business collects PI through a mobile app that the consumer would not reasonably expect the
business to collect. 

Financial Incentives Are Only Permitted if a Business Can Make a Good-Faith Estimate of
Value.  The revised proposed regulations continue to permit financial incentives or price or
service differences if they are reasonably related to the value of a consumer’s data.  However, the
modifications provide that such differential treatment is not permitted unless the business can
make a good-faith estimate of the value of consumer data or show that the difference is
reasonably related to the value of the data.  

Data Brokers’ Provision of Privacy Policies.  The modifications provide that registered data
brokers—businesses that knowingly collect and sell PI of consumers with whom the business has
no direct relationship—are exempt from the obligation to provide privacy policy to consumers if the
data broker includes a link to its privacy policy in its registration submission with the State and the
privacy policy provides a way for consumers to opt out.  The original text required data brokers to
either contact consumers directly to inform them of their opt-out right or confirm that their sources
of information provided notice at collection. 

“Do Not Sell” Link.  The modifications include two important aspects of the “Do Not Sell” regime
under the CCPA.  First, the modifications make express that businesses collecting employment-
related information need not provide a Do Not Sell link for such information until January 1, 2021
when the employee information carve out of the CCPA sunsets.  Second, the modified, proposed
regulations include the much-anticipated “Do Not Sell” icon, which businesses can use. 

Where to Look for Consumer Information.  The modifications add some important guardrails
for businesses when responding to a verified consumer request to know.  Under the modifications,
a business would not be obligated to search for specific PI if:  (1) the business does not maintain
the PI in a searchable or reasonably accessible format, (2) the PI is kept only for legal or
compliance reasons and (3) the PI is not sold or used for commercial purposes.  If each of these
three conditions is met, a business need only respond to a request to know by describing the
categories of records that contain PI and explaining that it did not search for PI because each of
these conditions was met.

Unverified Requests to Delete and Additional Business Obligations.  Under the initial,
proposed regulations, if a consumer making a request to delete could not be verified, businesses



were required to treat the request to delete as an opt-out request.  Under the modifications, that
obligation has been replaced with a different regime.  Specifically, if a consumer cannot be verified
after making a request to delete, businesses that sell PI must ask the requester if they would like to
opt-out of the sale of their data.

 

 

 

Contact Us

Kate T. Spelman
kspelman@jenner.com  |  Download V-Card

 

David P. Saunders
dsaunders@jenner.com  |  Download V-Card

 

Effiong K. Dampha
edampha@jenner.com  |  Download V-Card

 

 

 

 

© 2020 Jenner & Block LLP. Attorney Advertising. Jenner & Block is an Illinois Limited Liability Partnership including professional corporations. This publication is not intended to provide legal
advice but to provide information on legal matters and firm news of interest to our clients and colleagues. Readers should seek specific legal advice before taking any action with respect to matters
mentioned in this publication. The attorney responsible for this publication is Brent E. Kidwell, Jenner & Block LLP, 353 N. Clark Street, Chicago, IL 60654-3456. Prior results do not guarantee a
similar outcome.
 

https://twitter.com/intent/tweet?url=https://sites-jenner.vuturevx.com/v/AXR33I2F&text=Attorney+General%27s+Office+Revises+CCPA+Draft+Regulations+-+ATTORNEY+ADVERTISING&count=none
http://www.facebook.com/sharer/sharer.php?u=https://sites-jenner.vuturevx.com/v/AXR33I2F
http://www.linkedin.com/shareArticle?mini=true&url=https://sites-jenner.vuturevx.com/v/AXR33I2F&title=Attorney+General%27s+Office+Revises+CCPA+Draft+Regulations+-+ATTORNEY+ADVERTISING
https://plus.google.com/share?url=https://sites-jenner.vuturevx.com/v/AXR33I2F
mailto:?subject=Attorney General's Office Revises CCPA Draft Regulations - ATTORNEY ADVERTISING&body=https://sites-jenner.vuturevx.com/85/1516/compose-email/attorney-general-s-office-revises-ccpa-draft-regulations---attorney-advertising.asp
https://jenner.com/people/KateSpelman
mailto:kspelman@jenner.com
https://jenner.com/people/227/vcard
https://jenner.com/people/DavidSaunders
mailto:dsaunders@jenner.com
https://jenner.com/people/363/vcard
https://jenner.com/people/EffiongDampha
mailto:edampha@jenner.com
https://jenner.com/people/1096/vcard
https://sites-jenner.vuturevx.com/5/546/landing-pages/unsubscribe.asp
https://sites-jenner.vuturevx.com/5/546/landing-pages/preferences.asp

	sites-jenner.vuturevx.com
	2020 Data Privacy and Cybersecurity | Attorney General's Office Revises CCPA Draft Regulations - ATTORNEY ADVERTISING


