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Businesses around the United States are beginning to reopen and more and more will reopen in the
coming months. There is, however, no vaccine for the novel coronavirus and such a vaccine may not

be available for more than a year.“—] Worse yet, many have warned that there may be a “second wave

of COVID-19 cases in late fall” of this year.l2] One strategy to help prevent the spread of the
coronavirus absent a vaccine is called “contact tracing”—identifying people who have been exposed to
an individual who tested positive and advising them on steps to take (e.g., monitoring for symptoms,

self-quarantining, or testing).@ Contact tracing with “systems [that] rely on digital surveillance” has,
according to the New York Times, “helped Asian countries like South Korea and Singapore contain the

spread of the virus.”4!

Several organizations are working on contact tracing systems, including Apple and Google, which
announced earlier in April that they were partnering on a COVID-19 “contact tracing technology” that

they plan to roll out starting in May 2020.2] While there are differences in the various technologies in
development, the basic idea is that a user will receive an alert if the user’s phone has been within a
specified range of a phone belonging to someone who tested positive for COVID-19. While contact
“tracing” implies that an app (and therefore the app developer or, potentially, government authorities)
will be tracking the location of every user of the app, at least two of the systems being developed,

including the Apple—Google technology, will not collect any location data.f!

One challenge with contact tracing technologies so far has been a low participation rate—for example,

in Singapore, less than 20% of the population opted into a tracing app called TraceTogether.m
According to one estimate, to be effective, an app needs roughly 50 to 70 percent of a population to

participate. 8]

One possible way to increase participation is by having employers’ require their employees to use a
contact tracing app. Whether employers can legally require this of their employees is a complicated
question, which potentially implicates several relevant areas of the law, including data privacy laws.
Here, our focus is limited to the United States and, specifically, the Americans with Disabilities Act (the
ADA), which “regulates employers’ disability-related inquiries and medical examinations from all
applicants and employees.”@ To analyze this question under the ADA, we will: (i) describe the basics
of contact tracing technology; (ii) briefly summarize guidance from the Equal Employment Opportunity
Commission (EEOC) on the scope of permissible employer inquiries and employer-required medical
testing in the context of the coronavirus pandemic; and (iii) analyze whether, consistent with the
EEOC’s guidance, it would be permissible under the ADA for employers to require employees to use a
contact tracing app.

I. Contact Tracing Technologies

The “old-school, labor-intensive” method of contact tracing involves hiring a lot of people to conduct
“one-on-one telephone interviews of newly diagnosed patients and their contacts.”19 There are
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limitations to this traditional method—for example, an individual who tests positive may not know or may

not remember who they came in contact with.1 The digital contact tracing technologies currently in
development are intended to supplement the traditional methods. This summary of these digital
technologies is based on reports about an MIT-led project called “PACT” and the Apple—Google

technology.[12!

When a user installs an app that uses contact tracing technology, 3! the app will begin broadcasting,
via Bluetooth technology, anonymous “chirps” or “keys” from the phone.['4] These keys change

frequently, possibly every few minutes.12! f two phones running an app come in close enough contact
for a long enough period of time (e.g., within six feet for 10 minutes), then the two phones exchange

keys.[ﬁ] The app on each phone keeps a running list on the user’s phone of the keys that it

broadcasts and that it receives.'Z] The lists stay on each user’s phone, and the list of keys that the
user broadcast only leaves the user’s phone if the user consents.[1€] Specifically, when a user tests
positive for COVID-19,119] the user can choose to upload to a central server a list of the anonymous

keys that the user’s phone sent out over some time period, such as the last two weeks.[20] Periodically,
the app on each user’s phone checks the list of keys that it received against the central list of COVID-
19 positive keys (which still are anonymous and only are uploaded if the individual who tested positive

affirmatively decides to do s0).[21! If there is a match, then the user will receive an exposure alert
saying that the user may have come in contact with someone who tested positive.

While there are many details to be worked out, the organizations working on these technologies have
emphasized that the technologies will not track a user’s location and the keys are anonymized to

prevent anyone from connecting a key to an individual.[22]
Il. Inquiries and Medical Testing of Employees Under the ADA

In general, the ADA prohibits an employer from making a disability-related inquiry to an employee or

requiring an employee to submit to a medical examination except in certain circumstances.23] An
employer may make a disability-related inquiry to an employee or require an employee to take a
medical examination only if such inquiry or examination “is shown to be job-related and consistent with

business necessity.”[—‘” An inquiry or medical examination for a current employee generally will meet
this threshold if the “employee will pose a direct threat due to a medical condition,”22] with “direct

threat” defined as “‘a significant risk of substantial harm to the health or safety of the individual or
others that cannot be eliminated or reduced by reasonable accommodation.”[26]

In response to the COVID-19 pandemic, the EEOC recently published updated guidance titled
Pandemic Preparedness in the Workplace and the Americans with Disabilities Act (the EEOC Pandemic

Guidance)[ﬂ] and updated technical assistance questions and answers titled What You Should Know
About COVID-19 and the ADA, the Rehabilitation Act, and Other EEO Laws (the EEOC COVID-19

Technical Assistance).[@] Although these publications do not expressly address whether an employer
may require an employee to use a contact tracing app, the documents provide helpful guidance on
what an employer may and may not do in the context of the COVID-19 pandemic.

First, the EEOC Pandemic Guidance states that, “[b]Jased on guidance of the CDC and public health

authorities as of March 2020, the COVID-19 pandemic meets the direct threat standard.”29] This is
significant because the “direct threat” determination generally is a nuanced question that involves

some judgment.@] This also is significant because, as noted above, when a medical condition will
pose a direct threat to the health and safety of the individual or others, an employer is permitted to

make disability-related inquiries and to require an employee to submit to a medical examination.21] For
example, the EEOC has expressly stated that “an employer may choose to administer COVID-19 testing

to employees before they enter the workplace to determine if they have the virus,”22] and “employers
may measure employees’ body temperature” even though doing so generally qualifies as a “medical

examination.”23!



Second, relying on “current CDC guidance on COVID-19,” the EEOC Pandemic Guidance states that
an employer may prevent an employee from coming in to a workplace if the employee tests positive for

COVID-19 or the employee has COVID-19 symptoms.[24]

Third, with respect to employee travel (even for personal reasons), the EEOC Pandemic Guidance
states that an employer may ask about exposure to COVID-19 even if the employee has no symptoms

because such questions are not “disability-related inquiries.”’32] The employer also “may follow the
advice of the CDC and state/local public health authorities regarding information needed to permit an

employee’s return to the workplace” after returning from travel..26] And an employer may require
employees who have been away from the workplace during a pandemic to provide a doctor’s note or

some other form of certification that the employee is fit to return to work 37l As the EEOC explained,
“during and immediately after a pandemic outbreak,” healthcare professionals may be too busy to
provide such documentation; “[tlherefore, new approaches may be necessary, such as reliance on
local clinics to provide a form, a stamp, or an e-mail to certify that an individual does not have the

pandemic virus.”28]

Finally, while an employer must keep employee medical information confidential, the EEOC has stated
that an employer may disclose to “a public health agency” the name of an employee who has tested

positive for COVID-19.139]

It is likely that, as conditions in the United States relating to COVID-19 continue to develop, the EEOC
will provide further guidance. Those considering ADA issues should continue to monitor the EEOC
website for such further guidance.

lll. Is It Permissible for Employers to Require Employees to Use a Contact Tracing App
Under the ADA?

As explained below, subject to some caveats, it likely is permissible under the ADA for an employer to
require its employees to use a contact tracing app. Because this issue involves some nuanced
questions, specific guidance from the EEOC would be valuable, and companies should consult with

their legal counsel prior to rolling out a requirement for employees to use a contact tracing app.[‘ﬂ]

We break this analysis into three parts: (1) the app’s broadcasting and receiving keys; (2) exposure
alerts and testing; and (3) the user’s uploading their keys to a central list after testing positive for
COVID-19.141] (Additionally, although we do not address the question here, with respect to unionized
employees, an employer’s requiring employees to use a contact tracing app may be a change in the
terms or conditions of employment such that the employer would have an obligation to bargain with the

union regarding the use of the app.[42])

1. The App’s Broadcasting and Receiving Keys. A contact-tracing app’s broadcasting and receiving
anonymous keys via Bluetooth should not be considered a disability inquiry or medical

examination under the ADA.[43] The numbers, on their own, are random, anonymous, and do not
reveal any medical information.[*4] The numbers also are not transmitted to an employer; rather,

the numbers do not leave a user’s phone unless the user consents. Beyond the ADA, while it is
possible that an app that was not anonymous or that did use GPS to track an employee would
run afoul of some other body of law, 2! if the technologies work as intended, a contact tracing
app will be anonymous, it will not track or trace any individual employee, and the keys will never
be provided to an employer.

2. Exposure Alerts and Testing. An employer should be able to ask an employee to disclose if the
employee has received an exposure alert from a contact tracing app. As the EEOC has stated,
when an employee returns from travel (even travel for personal reasons), the employer may ask
about exposure even if the employee has no symptoms because such questions are not



disability-related inquiries.[ﬁ] Similarly, an employer should be permitted to request similar
exposure-related information from an employee by asking about exposure alerts from a contact
tracing app, even if that exposure occurred when the employee was out of the office (note also
that because a contact tracing app does not track location data, the employee receiving the alert
would not know if the exposure occurred at or away from work).

If an employee does receive an exposure alert from a contact tracing app, because COVID-19
meets the “direct threat” threshold, an employer may also be permitted to require an employee to

get tested for COVID-19.1471 Additionally, the employer also likely would be permitted to follow
CDC guidelines on the employee’s return to work after receiving an exposure alert.[48]

3. The User’s Uploading Keys to a Central List After Testing Positive. When a user of a contact
tracing app tests positive for COVID-19, if the user affirmatively consents, the user’s keys for
some established time period (e.g., the past 14 days) will be uploaded to the central list of
COVID-19 positive keys. The CDC has stated that “[i]f an employee is confirmed to have COVID-
19 infection, employers should inform fellow employees of their possible exposure to COVID-19 in

the workplace but maintain confidentiality as required by the Americans with Disabilities Act,”49]
and the EEOC has advised that employer may disclose to a public health agency the name of an

employee who tests positive.[@] A contact tracing app, however, would—while maintaining the
anonymity of the employee who tested positive—alert not just the coworkers who came in contact
with the employee but also others in the broader community who were using the app and who
came in contact with the employee. While there does not appear to be anything in the ADA that
would prevent an employer from requiring the employee to upload their list of keys after testing
positive, there may be other, non-ADA privacy concerns and considerations that counsel in favor
of making this decision a voluntary one for each employee to make.

Before concluding, we acknowledge that an employer-required approach for a contact tracing app is
not perfect. Not everyone has a job and not everyone has a smartphone. Even those individuals with
a smartphone may not always carry it around with them when in public and employers may not want
smartphones within the workplace, for security, safety or other reasons. Notwithstanding these and
other limitations, increasing participation would make contact tracing apps more effective. And if the
apps are effective, then it may be possible to avoid, or at least limit the scope of, drastic containment
measures if there is a second wave of the coronavirus in the fall or winter.

Conscious of the human, operational and financial strain that coronavirus is placing on businesses and
organizations worldwide, Jenner & Block has assembled a multi-disciplinary Task Force to support
clients as they navigate the legal and strategic challenges of the COVID-19 / Coronavirus situation.

For additional information and materials, please visit our COVID-19 / Coronavirus Resource Center.

Click here to visit our COVID-19 / Coronavirus Resource Center
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legal theories were not tested in that case, however, as the parties settled before the court made any
substantive decision.

[46] EEOC Pandemic Guidance T lll.B.8.


https://www.ncsl.org/research/telecommunications-and-information-technology/state-laws-prohibiting-access-to-social-media-usernames-and-passwords.aspx

[47] EEOC COVID-19 Technical Assistance ] A.6.

[48] See EEOC Pandemic Guidance, Note About 2020 Updates (“Employers and employees should
follow guidance from the Centers for Disease Control and Prevention (CDC) as well as state/local
public health authorities on how best to slow the spread of this disease and protect workers, customers,
clients, and the general public.”); EEOC COVID-19 Technical Assistance | G.1 (stating, in the context
of a question regarding employees returning to work after stay-at-home orders are lifted, that
“employers will be acting consistent with the ADA as long as any screening implemented is consistent
with advice from the CDC and public health authorities for that type of workplace at that time”).

The CDC has provided guidance on these issues and likely will continue to update its guidance as
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[49] CDC, Interim Guidance for Businesses and Employers to Plan and Respond to Coronavirus
Disease 2019 (COVID-19) (Apr. 9, 2020) (“If an employee is confirmed to have COVID-19 infection,
employers should inform fellow employees of their possible exposure to COVID-19 in the workplace but
maintain confidentiality as required by the Americans with Disabilities Act (ADA).”).

[50] EEOC COVID-19 Technical Assistance ] B.3.
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