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The COVID-19 outbreak is causing many companies to consider work-from-home programs for many of their
employees. Any arrangement where employees are permitted to work from home poses a unique set of
cybersecurity risks and challenges, but those risks are heightened when a majority of the work force are
away from offices that are controlled. Ensuring that appropriate technical and administrative safeguards are
in place prior to launching wide-scale work-from-home programs is critical to ensuring the safety of your
network and data. Below are considerations that businesses should take into account when implementing
work from home programs:

Devices

— Provide all remote user employees with company devices, do not permit Bring Your Own Device (BYOD)
for access.

o Ensure that you have a reliable inventory of who receives what devices.

— If you have to use BYOD, consider having employees sign a proper use policy/renew their agreement to
proper use.

o Consider whether you can add AirWatch or equivalent to personal devices that will be used to
access your internal network.

— Ensure continuity of phone message recording and logging for call centers.

0 Have a system that users will have to call or log in to as opposed to using their own
devices/phones.

Network Access

— Access your internal network through VPN.

o0 Recommend two factor or multi-factor authentication as well as strong password policy
enforcement.

— If VPN is unavailable, encrypted web access is next best option.

0 Again, recommend two factor or multi-factor authentication as well as strong password policy
enforcement.

— Consider having a popup upon either VPN or web login that reminds users that the information they are
accessing is confidential, belongs to your company, and should not be used for any purpose other than
related to their job.

— Ensure that method of connection has strong access controls.

o Employees should only have access to information based on their needs/position and not open
access to data irrelevant to their job functions.
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Confidentiality

— Ensure that remote users are subject to strong confidentiality agreements.
o0 Consider having them renew the agreement before remote usage if one is already in place.
— Retrain/recertify training on cybersecurity before permitting remote access.

0 Consider also sending out a short FAQ or reminder notice to employees as to best practices (e.qg.,
logging out, be aware of shoulder surfing, how to identify phishing, etc...).

Monitoring

— Prepare IT to increase monitoring and testing of network.

0 Prepare for increased capacity/monitoring so as to be able to quickly identify and diagnose
anomalous user activity.

0 Increase scrutiny of unusual login activity.
0 Consider regular scan of data flows for any leakage.

0 Make sure IT prepared for ransomware/SPAM/Phishing attacks, which there is likely to be an
increased risk of given multiple, remote users.

o0 Ensure that audit trail for all actions on VPN/web platform is maintained including, but not limited
to:

e Logins

o Failed login attempts

e Impossible IP address logins
e User activity while active

e Upload/download activity
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