THE REVIEW OF

SECURITIES \COMMODITIES
REGULATION

AN ANALYSIS OF CURRENT LAWS AND REGULATIONS
AFFECTING THE SECURITIES AND FUTURES INDUSTRIES

Vol. 37 No. 13 July 2004

ENFORCEMENT ACTIONS IN THE POST-ENRON WORLD:
ZERO TOLERANCE IN THE WHITE-COLLAR ARENA

The Sarbanes-Oxley Act and a New Climate Have Led to Sharply Increased
Criminal and Civil Prosecutions with More Draconian Penalties for Corporate
Misdeeds. In the Event of Problems, the Best Protections Are a Documented
Compliance Program, Prompt and Thorough Investigation of Misconduct, Coop-
eration with the Government, and Remedial Action.

By Anton R. Valukas, Robert R. Stauffer & Seth A. Travis*

“White collar crime” once evoked images of a world
apart from other crimes, where the crimes were less tan-
gible, the penalties less severe, and the culprits treated
with more respect. The revelations accompanying the
collapse of Enron, and the ensuing explosion of other
headlines revealing similar misconduct elsewhere, have
resulted in a new world. The white collar criminal is
now the same as — if not worse than — any other crimi-
nal, in the eyes of the law and those who enforce it.
Corporations and their employees face a new landscape,
and those who do not recognize and adapt risk the most
serious of consequences.

The current climate for white collar wrongdoers is simi-
lar to the climate that arose for street criminals in the
1980s and 1990s when “three strikes” laws and mandato-
ry penalties became fashionable. Now, an office worker
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holding a bag of shredded documents may as well be
holding a bag of cocaine. Authorities are anxious to pros-
ecute, they have the resources to identify and pursue the
wrongdoers, and the penalties are severe, equaling or
exceeding those being given to convicted drug dealers. As
a result, defense options are limited — there often is no
realistic choice but to cooperate with the government, and
hope to avoid draconian penalties while limiting the
expense of civil litigation. The goal for authorities is
deterrence, and this approach seems to be having the
desired effect, as the best and most effective defense is
proactively to prevent and avoid misconduct, rather than
try to find a way out after the FBI knocks on the door.

In this article, we first examine the new landscape in
which the white-collar world finds itself. We then discuss
strategies for surviving in this landscape, including avoid-
ing misconduct and responding when misconduct occurs.
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THE WHITE-COLLAR LANDSCAPE

The white-collar landscape has changed in several
respects, all of which come together to form a new reality
for corporate America. There are new statutes and rules
that define acceptable behavior and increase the penalties
for violations; government agencies are increasingly
emphasizing compliance and making cooperation the only
viable strategy; and increased resources are being devoted
to the investigation and prosecution of white-collar crime.
Although many of these developments have been under
way for some time, they have recently come together in a
way that dramatically ups the ante for both corporate and
individual white-collar defendants.

New crimes

The Sarbanes-Oxley Act, passed in the wake of the
scandals surrounding Tyco International and the notori-
ous bankruptcy filings of Enron and Adelphia Communi-
cations Corporation, simultaneously reflected increased
public expectations for corporate responsibility and gave
greater definition to the responsibilities of corporate citi-

tive legal structure, and accountability” to United States
financial markets.! According to Senator Paul Sarbanes,
the Act established a “carefully constructed statutory
framework to deal with the numerous conflicts of interest
that in recent years have undermined the integrity of
[United States| capital markets and betrayed the trust of

millions of investors.”2

The Act creates several new and heavily penalized feder-
al crimes intended to deter corporate fraud and to
enhance the government’s ability to investigate white-col-
lar crime. Thus the Act makes it a felony to defraud or
attempt to defraud shareholders of publicly traded com-
panies;3 knowingly or willfully to certify false or inaccu-
rate financial reports filed with the SEC;* to destroy rele-
vant documents and other evidence;’ and to retaliate in
any form, including interference with the livelihood of
informants.6 This new array of offenses makes prosecu-
tion of white-collar crime easier because it has broadened
the range of conduct subject to criminal penalties.

1. 148 Cong. Rec. S7358 (daily ed. July 25, 2002) (statement of
Sen,. Leahy).

zens and their employees and agents. Passed at a time of 2. Id. (statement of Sen. Sarbanes).
great public suspicion and distrust of corporations, espe- 3. Sarbanes-Oxley Actat § 807 (codified at 18 U.S.C. § 1348).
all ith tto fi al discl the Act 4. Id. at § 906 (codified at 18 U.S.C. § 1350).
clally with respect to hmancial disclosures, the Act was 5. Id. at § 802 (codified at 18 U.S.C. § 1520).
intended to restore “discipline, professionalism, an effec- 6. Id.§ 1107 (codified at 18 U.S.C. § 1513(e)).
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Increased Penalties

The Act continued an ongoing trend of increased
penalties for white-collar offenses. With the 1991
Amendments to the Sentencing Guidelines, the U.S. Sen-
tencing Commission made punishment for economic
crimes a priority and dramatically increased prison sen-
tences for high-dollar theft and fraud crimes.” Amend-
ments in 2001 increased penalties again.

The Act further increased the penalties. Sanctions for
the new crimes created by the Act are severe. Many of the
Act crimes carry 20 or 25-year prison sentences and heavy
financial penalties.® The Act also increased the penalties
for existing offenses. It increased penalties for offenses
often used against corporate defendants, including mail
fraud crimes, from five years to twenty years.” These
increases were implemented by 2003 amendments to the

Guidelines.10

These and other amendments to the Sentencing Guide-
lines have exponentially increased the sentences that indi-
viduals can expect for white-collar crime. For example, as
a result of the 2001 amendments, a $50 million fraud by a
chief financial officer that previously would have generat-
ed an 87-month sentence after trial now exposes that indi-
vidual to a maximum penalty of 235 months. With the
2001 amendments, the perpetrator of a $500,000 invest-
ment fraud became subject to a maximum sentence of 63
months, more than double the previous maximum.!!
Similarly, the 2003 amendments multiplied the maximum
sentence for mail fraud by four, increasing it from S years
to 20 years. Following the 2003 amendments, an officer
of a publicly traded corporation who defrauds more than
250 employees or investors of more than $1 million faces
more than ten years in prison, where the maximum sen-
tence prior to the amendments was five years.12 Sen-

7. Sentencing Commission Increases Penalties For High-Dollar
Fraud Offenders, Sexual Predators, And Ecstasy Traffickers,
News Release, United States Sentencing Commission (April 16,
2001).

8. Id. at §§ 802, 807, and 906.

9. Id. §§ 902(a) (codified at 18 U.S.C. § 1349) and 903 (codified
at 18 U.S.C. §§ 1341 and 1343).

10. Sentencing Commission Toughens Penalties for White Collar
Fraudsters, News Release, United States Sentencing Commis-
sion (April 18, 2003).

11. See News Release, supra note 6.

12. Sentencing Commission Stiffens Penalties for White-Collar
Crime, Guidelines: News from the U.S. Sentencing Commis-
sion, at 1 (March 2003).
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tences for document destruction also doubled from 18

months to more than three years.13

The SEC is also using powers granted to it under the
Securities Enforcement Remedies and Penny Stock Reform
Act of 1990 (the “Remedies Act”)14 to ratchet up civil
fraud penalties for both corporations and individuals.!’
The Remedies Act gave the SEC authority to seek mone-
tary penalties in civil enforcement actions, either in its
own administrative proceedings or in federal court.1® The
Remedies Act created a three-tiered structure that allows
the SEC to seek penalties up to $100,000 from individuals

and $500,000 from corporations.!”

Duty to institute an effective compliance plan

Along with the new offenses and more severe penalties,
another prominent feature of the new white-collar land-
scape is increased pressure on corporations to be proac-
tive in preventing misconduct, by adopting and maintain-
ing effective compliance programs.

This pressure originated largely with the 1991 adoption
of the Sentencing Guidelines for Organizational Offend-
ers. Those Guidelines encouraged corporations to devel-
op effective compliance plans by quantifying specific ben-
efits for corporations and by identifying the minimum
criteria of an effective compliance plan.!8

Recently proposed amendments to the Guidelines reflect
an increasing emphasis on these concepts. On October 7,
2003, the Commission’s Advisory Group recommended
amendments to the Guidelines that would provide a
detailed definition and description of an effective program
designed to detect and prevent violations of law.1? The

13. Id.

14. Pub. L. No. 101-429, 104 Stat. 931 (codified in relevant part
as Exchange Act §§ 21(d) (3), 21B, 15 U.S.C. §§ 78u(d)(3),
78u-2).

15. Russell G. Ryan, Civil Penalties in SEC Enforcement Cases: A
Rising Tide, Insights, at p. 17 (June 2003).

16. Pub. L. No. 101-429; see also Arthur B. Laby and W. Hardy
Callcott, Patterns of SEC Enforcement Under the 1990 Reme-
dies Act: Civil Money Penalties, 58 Alb. L.R. 5 (1994).

17. 15 U.S.C. § 78u(d)(3).

18. The commentary to the Guidelines spells out the seven ele-
ments of an effective compliance plan. See U.S. Sentencing
Guidelines Manual § 8A1.2 cmt. n.3(k) (2002).

19. Advisory Group on Organizational Guidelines to the United
States Sentencing Commission, Report on the Organizational
Sentencing Guidelines (October 7, 2003) (hereinafter, the
“Report”).
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Advisory Group recommended that the Commission set
forth a refined and supplemented version of the elements
of an effective compliance program and that it formalize
those elements in a guideline, rather than in the Commen-
tary.20 The proposed new guideline will require corpora-
tions to “promote an organizational culture that encour-
ages a commitment to compliance with the law.”2! This
provision will memorialize what experts and practitioners
have long believed — that the corporation’s overall cul-
ture, which reflects the attitudes of its decision-makers, is

more important than any specific policy or practice.?2

Although the implementation of a compliance plan
defined by the Guidelines has generally been regarded as
voluntary, the Guidelines should nonetheless be consid-
ered the reasonable standard of care. In light of the bene-
fits of an effective compliance plan, a corporation, or offi-
cer or director that fails to adopt such a plan could be
viewed as failing to fulfill its responsibilities. This was the
message of the influential opinion of the Delaware
Chancery Court in In re Caremark Int’l Inc. Derivative
Litigation,>3 where the court announced that: “a direc-
tor’s obligation includes a duty to attempt in good faith to
assure that a corporate information and reporting system,
which the board concludes is adequate, exists, and . . .
failure to do so under some circumstances may, in theory
at least, render a director liable for losses caused by non-

compliance with applicable legal standards.”24

Sarbanes-Oxley has further increased the pressure on
corporations to maintain effective compliance programs.
Section 406 of the Act directs the SEC to promulgate rules
requiring a corporation to disclose whether it has adopted
a code of ethics for senior financial management, and, if
not, why it has not done so. Section 301(4) requires pub-
lic company audit committees to establish procedures for
receiving and handling complaints regarding accounting
or auditing matters, and for receiving confidential and
anonymous submissions by employees who have concerns
about questionable practices. Section 404 requires annual

20. Id. The current list of factors can be found in the commentary
to Section 8B2.1 of the Sentencing Guidelines.

21. Id., at p. 50, 53.

22. The proposed amendments were submitted to Congress on
April 30, 2004 and will go into effect on November 1, 2004,
unless lawmakers vote to reject them.

23. 698 A.2d 959 (Del. Ch. Sept. 25, 1996).

24. Id.

Page 136

reports to include discussions of the existence and effec-
tiveness of internal control structures.

These provisions were complemented by rules subse-
quently passed by the New York Stock Exchange (the
“NYSE”) and NASDAQ. The NYSE rules mandate the
adoption and disclosures of corporate governance guide-
lines and codes of ethics.2 They require listed compa-
nies to disclose their codes of business conduct and ethics,
and to disclose any waivers of the codes for directors or
executive officers, explaining that:

No code of business conduct and ethics
can replace the thoughtful behavior of an
ethical director, officer or employee.
However, such a code can focus the board
and management on areas of ethical risk,
provide guidance to personnel to help
them recognize and deal with ethical
issues, provide mechanisms to report
unethical conduct, and help to foster a
culture of honesty and accountability.26

NASDAQ has adopted a requirement that each issuer
adopt a code of conduct, publicly available, for all direc-
tors, officers and employees.2” The NASDAQ rules pro-
vide that “the code must include such standards as are
reasonably necessary to promote the ethical handling of
conflicts of interest, full and fair disclosure, and compli-
ance with laws, rules and regulations, as specified by the
Sarbanes-Oxley Act.”28

Yet additional pressure on corporations to maintain
effective compliance programs arises from prosecutorial
guidelines issued by the Department of Justice and the
Securities and Exchange Commission. Those guidelines
explain the factors the DOJ and the SEC will consider in
determining whether to prosecute a corporation when its
employees or officers have engaged in wrongdoing.2? In
considering whether to bring criminal charges or a civil
action against a corporation, both the SEC and the DOJ
state that they will also examine the prevailing culture

25. Final NYSE Corporate Governance Rules,
http:/lwww.nyse.com/pdfs/finalcorpgovrules.pdyf.

26. Id.

27. NASDAQ Recent Rule Changes,
http://www.nasdaq.coml/about/recentrulechanges.stm.

28. Id.

29. Thompson Memo, infra note 35; Rule 21(a) Report.
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throughout the corporation, from highest-level manage-
ment to entry-level employees, at the time of the malfea-
sance. Like the Sentencing Guidelines, the SEC and DO]J
consider whether a corporation has a responsive and
evolving compliance program under the supervision of
upper-level management. Prosecutors will consider
whether a compliance program has real substance or is
only a “paper program” by taking into account the level
of staff the corporation has assigned to run and monitor
the effectiveness of the program.3? If prosecutors believe
that wrongdoing has occurred, they will evaluate the
effectiveness of the corporation’s compliance program by
considering its comprehensiveness, the extent and perva-
siveness of the wrongdoing, the number and level of
employees involved, the seriousness, duration and fre-
quency of the misconduct, and any remedial actions taken

by the corporation.3!

The government recently raised the ante even further by
intervening in a whistleblower suit and for the first time
alleging that a defendant acted “knowingly” because it
failed to maintain an effective compliance plan.32 The
cause of action against the defendant, Merck-Medco,
arose under the False Claims Act, which imposes civil
penalties upon anyone who presents false claims to the
United States in “reckless disregard” or “deliberate igno-
rance” of the information’s truth or falsity. Significantly,
the government alleged that reckless disregard or deliber-
ate ignorance was established by the defendants’ failure to
maintain an effective compliance program — including
failure to ensure that information and reporting systems
existed that were reasonably designed to allow manage-
ment and the Board to reach informed judgments about
compliance; failure to make employees aware of the exis-
tence or details of the compliance program; failure to
assign to specific high-level personnel direct responsibility
for overseeing compliance; and failure to employ a com-
pliance officer with responsibility for independently inves-
tigating and acting on compliance matters. The complaint
also alleged that there was “inadequate due diligence” to
support the representation of a board member under 18
U.S.C. 1350, part of the Sarbanes-Oxley Act, that “any
fraud, whether or not material, that involves manage-

30. Thompson Memo, infra note 35.

31. Id.

32. U.S.v. Merck-Medco Managed Care, L.L.C., No. 00-CV-737
(E.D. Pa. filed Sept. 29, 2003).
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ment” had been disclosed. The allegations implied that a
corporation without an effective compliance program is
deliberately creating an environment where wrongdoing
can flourish and that an effective compliance program is
an essential element of any corporation’s efforts to com-
ply with the law.33

The Act and these other related developments are likely
to influence the common law as well. As noted above,
courts expressed a willingness even prior to the Act to rec-
ognize that a director’s duty of care includes some respon-
sibilities to ensure that corporations have adequate com-
pliance policies in place. As the formal pressures for
compliance increase, a director’s duties will likely increase
as well, and courts are likely to look to the Act and relat-
ed developments when they define reasonable standards
of care. Accordingly, it would be a mistake to view com-
pliance programs as voluntary; given the environment and
given the likely evolution of the common law, corpora-
tions and those in positions of responsibility likely have a
legal obligation to ensure that strong compliance pro-
grams are in place.

Duty to Investigate Potential Misconduct

The corollary of the duty to maintain an effective com-
pliance program is the duty to investigate misconduct.
The Sentencing Guidelines for Organizational Offenders
provide corporations with an overwhelming incentive to
cooperate with authorities when misconduct does occur
by granting significant sentencing reductions to corpora-
tions that cooperate. The commentary spells out the
nature of the cooperation that is required of a corpora-
tion, including investigation of the misconduct and disclo-
sure to authorities.>* Once again, the Guidelines have
served as a model for other authorities, as other govern-
ment agencies reward good corporate behavior with
lenient treatment.3’

33. Merck has settled the aspects of the case that relate to its busi-
ness practices, but the case is scheduled to go to trial in June
2005 on issues of damages, penalties and restitution. Linda
Loyd, Medco Settles With U.S., 20 States; The Pharmacy-Bene-
fits Manager Will Pay States, Including Pa., $29.3 Million For
Switching Patients’ Drugs, Philadelphia Inquirer, at FO1 (April
27,2004).

34. Sentencing Guidelines § 8C2.5.

35. See, e.g., Health and Human Services Department Publication
of the OIG’s Provider Self-Disclosure Protocol, 63 Fed. Reg.
210, 58399 (1998); Memorandum from Larry D. Thompson,

(footnote continued on next column...)
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Pressure to conduct internal investigations arises from
other sources as well. For example, common law princi-
ples allow fact-finders to draw negative inferences from a
refusal to investigate allegations of wrongdoing.3® Ethical
rules may also impose on counsel an obligation to disclose
corporate wrongdoing to the corporation itself or to a
third party.3”

The Act built on this background. The Act makes it
imperative — to the extent that there is otherwise doubt —
that corporations investigate misconduct by their own
employees. Sections 302 and 906 require CEOs and CFOs
to certify the truthfulness and accuracy of all material facts,
including financial statements and financial condition of the
company. Section 906 provides a criminal penalty for
knowingly or willfully making false certifications. Although
there is no significant case law yet interpreting these provi-
sions, they may well impose an obligation on CEOs and
CFOs to investigate any hints of significant misconduct; in
the absence of such an investigation, they cannot in good
faith make the required certifications.

(footnote continued...)

Deputy Attorney General Regarding Principles of Federal Pros-
ecution of Business Organizations (January 20, 2003) (here-
inafter, the “Thompson Memo”); Report of Investigation Pur-
suant to Section 21(a) of the Securities Exchange Act of 1934
and Commission Statement on the Relationship of Cooperation
to Agency Enforcement Decisions (October 23, 2001) (here-
inafter, the “Rule 21(a) Report”) (setting forth policies that
allow for lenient treatment of self-disclosing corporations); see
also First Year Report to the President: Corporate Fraud Task
Force § 2.5 (emphasizing the importance of corporate coopera-
tion in government investigations).

36. Chill v. General Electric Co., 101 F.3d 263 (2d Cir. 1996) (in
securities fraud case, an egregious refusal to see the obvious or
investigate the doubtful may give rise to an inference of reck-
lessness that would satisfy the scienter requirement); see also
U.S. v. Hayes Int’l Corp., 786 F.2d 1499, 1504 (11th Cir.
1986) (knowledge element satistied where corporation willfully
failed to determine permit status of a hazardous waste facility);
Rizzuto v. U.S., 889 F. Supp. 698, 705-06 (S.D.N.Y. 1995) (in
action by IRS for employee withholding unpaid to the govern-
ment, responsible corporate officer is liable, in the absence of a
reasonable belief that taxes were paid, for a “failure to investi-
gate or correct mismanagement after having notice that with-
holding taxes have not been remitted to the Government™).

37. See ABA Model Code of Professional Responsibility DR 7-
102(B) (disclosure of fraud). Model Rule of Professional Con-
duct 1.13(b) provides that an attorney who learns that an
employee of a corporate client is acting or intends to act in vio-
lation of a duty to the corporation, or engage in illegal conduct
which may be imputed to the corporation, must proceed in the
best interests of the corporation itself. The attorney’s course of
action may include referring the matter to a higher authority in
the corporation.
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Indeed, it has been observed that the Act’s certification
requirements bring the law one step closer to strict liabili-
ty for corporate officers and directors.33 The Act and
SEC rules promulgated under it require an officer to certi-
fy that he or she has established internal controls that
make all things material to a financial report known to
officers.3 An officer or director who signs such a certifi-
cation may become liable for the actions of agents or
employees performed without his or her knowledge or
involvement. In other words, the certification require-
ments under the Act effectively require officers and direc-
tors to assume responsibility for the actions of all employ-
ees, no matter how large the corporation, and presume
that the certifying officer or director has actual knowledge
of all things material to the financial report. Under these
circumstances, failure to establish an aggressive compli-
ance program, and to promptly and thoroughly investi-
gate potential misconduct, can lead to criminal liability.

The SEC and DOJ Guidelines make clear the govern-
ment’s expectations that corporations will investigate and
disclose misconduct. The SEC has stated that corporate
officers and counsel who learn of illegal conduct by an
employee are obligated to investigate what has occurred;
to determine whether there have been other instances of
unreported misconduct; to increase supervision of the
employee and limit his activities; clearly to define the
responsibilities of those who were to respond to the
wrongdoing; and to take actions reasonably designed to
prevent repetition of the misconduct.*?  Similarly, the
DOJ has announced that it may reward corporate investi-
gation and reporting of misconduct, viewing it as evidence
of intent to comply with the law and take such measures

38. Joseph F. Savage and Kimberly C. Nuzum, Strict Liability for
White-Collar Crimes? The Rise of Certification Requirements,
the Responsible Corporate Officer Doctrine and the Death of
‘Willfulness’, 18 White Collar Crime Reporter 1 (2004).

39. Sarbanes-Oxley Act § 906; 17 C.F.R. § 229.308.

40. See, e.g., In re Gutfreund, SEC Admin. Proceeding File No. 3-
7930 (Dec. 3, 1992) (failure of officers and counsel to investi-
gate); see also Report of Investigation in the Matter of Cooper
Companies, Inc. as it Relates to the Conduct of Cooper’s
Board of Directors, Exchange Act Release No. 34-35082, 58
SEC Docket 681 (Dec. 12, 1994) (failure of directors to investi-
gate); In the Matter of Rita L. Schwartz, SEC Admin. Proceed-
ing File No. 3-10187 (April 13, 2000) stating that “outside
directors must maintain a general familiarity with the corpora-
tion’s public disclosures and accounting practices and investi-
gate ‘red flags’ that come to their attention indicating that the
corporation’s public disclosures may be false or misleading”).
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into account in determining whether to prosecute.*!

As with implementation of an effective compliance pro-
gram, internal investigations of wrongdoing can no longer
be viewed as “voluntary but advisable.” Given the
numerous pressures and incentives to investigate, the fail-
ure to do so may well be viewed as a violation of the duty
of due care.

Increased Likelihood of Whistleblowers

Another feature of the new white-collar landscape is the
larger number of potential whistleblowers who have rea-
son to complain to the corporation itself or to go to the
authorities when they believe there has been misconduct.
With the publicity surrounding successful qui tam law-
suits which have resulted in enormous recoveries for
whistleblowers, one can only assume that potential
whistleblower plaintiffs are everywhere.

Moreover, one can no longer count on the confidentiali-
ty of outside professionals, who now have their own lia-
bilities to worry about and their own rules to follow. For
example, the Act further enlists the assistance of attorneys
as another way to encourage corporations to deal directly
with misconduct. Section 307 requires the SEC to issue
rules setting forth minimum standards of professional
conduct for attorneys appearing and practicing before it
in the representation of securities issuers.*2 The SEC has
adopted a rule requiring attorneys who practice before it
to report evidence of a material violation of the securities
laws or a breach of fiduciary duty or similar violation by
the issuer or its agents to specified company officers and
to continue reporting to the next highest authority if the
company fails to respond appropriately.*3 The SEC has
imposed “up-the-ladder” reporting requirements on attor-
neys, so that if the initial report does not meet with an
appropriate response, the attorney must continue report-
ing until he or she has made a complete report to the full

board of directors.*4

The SEC originally proposed a “noisy withdrawal” pro-
vision that would require an attorney who reports evi-
dence of misconduct but does not receive an appropriate

41. Thompson Memo, supra note 35.

42. 1d.§ 307.

43. Final Rule: Implementation of Standards of Professional Con-
duct for Attorneys, Rel. No. 33-8185 (2003).

44. Id.
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response from the company to withdraw from the repre-
sentation and notify the SEC of his or her withdrawal for
professional considerations. The SEC continues to con-
sider this proposed rule, but to date, in view of the sub-
stantial controversy the proposal has prompted, has not
adopted it.45

Further, corporations and their employees may now
even have a duty to tell the truth to their own attorneys
during the course of internal investigations. Three for-
mer executives of Computer Associates recently pleaded
guilty to obstruction charges based on their knowledge
that lies they told to investigating counsel would be
passed on to the government in the course of the compa-

ny’s cooperation.*®

Decreased Expectation of Confidentiality

The emphasis on corporate transparency and coopera-
tion is inconsistent with evidentiary privileges that protect
the secrecy of certain information, and increasingly that
secrecy is yielding. Prosecutors frequently insist that com-
panies provide full disclosure and waive existing privileges
that may protect materials relevant to an investigation.
Corporations that want favorable consideration often have
no choice but to give the government complete access to all
evidence of legal advice concerning the transactions or
decisions at issue, and all materials relating to any internal
investigation into the transactions. In some instances,
prosecutors have refused even to negotiate with a corpora-
tion until the corporation agrees to such a waiver.

Recognizing that “compelled” waivers have been an
issue for many years, the SEC and DOJ have both
addressed their approaches to waivers in their policies on
corporate prosecution. Both the SEC and the DOJ guide-
lines strongly encourage corporations to conduct internal
investigations and to share fully the results, even if that
disclosure results in the waiver of attorney-client or work-
product privileges.#” In practice, corporations that are

45. Giovanni P. Prezioso, General Counsel, U.S. Securities and
Exchange Commission, Remarks before the American Bar
Association Section of Business Law 2004 Spring Meeting
(April 3, 2004).

46. Alex Berenson, Case Expands Type of Lies Prosecutors Will
Pursue, N.Y. Times, at C1 (May 17, 2004).

47. Thompson Memo, supra note 35; Rule 21(a) Report. See also
Rule 21(a) Report (“Did the company promptly make available
to our staff the results of its review and provide sufficient docu-

(footnote continued on next column...)
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the targets of government investigations frequently have
no choice but to waive their privileges in view of the dra-
conian sanctions available against defendants who do not
cooperate.

The Sentencing Commission Advisory Group has
addressed the waiver issue by recommending an amend-
ment that will recognize the government’s authority to
require waivers in certain circumstances, but will provide
that the waiver of the attorney-client privilege and the
work-product protection is not a prerequisite to a sen-
tence reduction or downward departure under the Guide-

lines.*8

Despite obvious efforts by law enforcement to compel
full disclosure,*” prosecutors claim that further guidance,
like the proposed amendments to the Guidelines, is
unnecessary because waivers are requested infrequently,
and are not required.’® Defense attorneys tell a different
story, arguing that further guidance is necessary because
waivers are frequent and coerced.’! This differing per-
ception has led the DOJ to survey prosecutors concerning
actual practices, and to begin preparing a guide for U.S.
Attorneys on the circumstances when waiver demands

are appropriate.’2

A government demand for waiver of privileges presents
significant risks. Although production of privileged infor-
mation to the government may result in non-prosecution
or reduced penalties, production of privileged informa-
tion to the government also frequently results in waivers
to private litigants. If the corporation has produced privi-

(footnote continued...)

mentation reflecting its response to the situation? Did the com-
pany identify possible violative conduct and evidence with suf-
ficient precision to facilitate prompt enforcement actions
against those who violated the law? Did the company produce
a thorough and probing written report detailing the findings of
its review? Did the company voluntarily disclose information
our staff did not directly request and otherwise might not have
uncovered? Did the company ask its employees to cooperate
with our staff and make all reasonable efforts to secure such
cooperation?”).

48. Report at 7.

49. Thompson Memo, supra note 35.

50. Justice Preparing Guide for U.S. Attorneys on When to
Demand Waiver of Privileges, 17 Corp. Crime Rptr. 39, at 1
(Oct. 13, 2003); see also Thompson Memo.

51. See Justice Preparing Guide for U.S. Attorneys, supra note 32.

52. Id.

Page 140

leged materials to the government, it will likely need to
produce the same materials — and potentially any others
relating to the same subject matter — to private litigants
in related civil litigation.>3

In 1978, the United States Court of Appeals for the
Eighth Circuit recognized the ability of corporation to
effect a “limited waiver” by voluntarily disclosing privi-
leged information to the government without waiving its
privileges as to private litigants.’* However, no other fed-
eral court of appeals has adopted the limited waiver doc-
trine and many have rejected it under various factual sce-
narios.>> The SEC has actively fought for a different
result, going so far as to seek legislation that would allow
corporations to provide limited waivers to the govern-
ment.>® Although not every court requires disclosure to
civil litigants if materials have been provided to the gov-
ernment, and there are measures that can be taken to
reduce the risk of such disclosure (such as obtaining a
confidentiality agreement with the government),” the

53. See, e.g, Columbia Healthcare/HCA Corp., 293 F.3d at 302
(rejecting the theory of selective waiver in all its forms); West-
inghouse, 951 F.2d at 1425-28 (finding that the selective waiv-
er theory would create a new evidentiary privilege); Permian
Corp. v. United States, 665 F.2d 1214, 1221-22 (D.C. Cir.
1981) (finding that limited waiver would allow parties to “pick
and choose” with whom they might share evidence); see also
Genentech, Inc. v. United States Int’l Trade Comm’n, 122 F.3d
1409, 1417 (Fed. Cir. 1997) (declining to adopt selective waiv-
er theory). But see Diversified Indus, Inc. v. Meredith, 572
F.2d 596, 611 (8th Cir. 1978).

54. Diversified, 572 F.2d at 611.

55. See, e.g., Columbia Healthcare, 293 F.3d at 302; Genentech,
122 F.3d at 1417; Permian, 665 F.2d at 1221-22 (all rejecting
limited waiver).

56. The Securities Fraud Deterrence and Investor Restitution Act,
H.R. 2179, 108th Cong. (2003). The House Financial Services
Committee approved this proposed legislation on February 25,
2004. However, the bill is not expected to pass this year. See
Laurie Kulikowski, Let The Games Begin: With a Presidential
Election on the Horizon, This Year’s Legislative Season May
Not Be The Most Productive. but It Will Lay the Groundwork
for Economic and Financial Policy After November, Financial
Planning (May 1, 2004) at 2004 WL 55321848; McKesson,
Brief of the United States Securities and Exchange Commission
as Amicus Curiae in Support of McKesson HBOC, Inc. (July
17,2003) (hereinafter, the “SEC Brief”).

57. See, e.g. In re Steinbardt Ptrs., LP, 9 F.3d 230, 236 (2d Cir.
1993) (suggesting that the existence of a confidentiality agree-
ment between the SEC and the disclosing party might preserve
work product protection); In re M & L Bus. Mach. Co., Inc.,
161 B.R. 689, 696 (D. Colo. 1993) (finding that the privilege
was not waived where the parties entered into a confidentiality
agreement preserving it); see also Saito v. McKesson HBOC,
Inc., No. Civ. A 18553, 2002 WL 31657622, at *6 (Del. Ch.

(footnote continued on next column...)
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corporation must recognize from the outset the substan-
tial likelihood that it will not be able to maintain confi-
dentiality with respect to attorney-client communications.
In light of the frequency with which government agencies
insist on privilege waivers, and the likelihood that disclo-
sure to such agencies will waive privileges to private par-
ties as well, corporations must recognize from the outset
of an internal investigation that no communications are
truly “confidential” and conduct themselves accordingly.

Enforcement Resources

The final element that informs the new white-collar
landscape is the increased resources available for enforce-
ment and the willingness of authorities to utilize those
resources aggressively. More agencies are involved in
enforcement than ever before, with the SEC and other
administrative agencies regularly joining with the DOJ in
criminal investigations, and with state attorneys general
and other state agencies joining in the fray. In many
instances, these various agencies are willing to pursue
criminal charges in contexts where traditionally they
would have relied on civil sanctions.

Moreover, the Act expanded the powers of agencies
such as the United States Attorney’s Office and the SEC to
seek and impose criminal and civil penalties against cor-
porate and individual wrongdoers.>8 Enforcement efforts
have accelerated at the same time, and since the formation
of the Corporate Fraud Task Force in July 2002, some 44
chief executive officers have been convicted or pleaded

guilty to white-collar crimes.’?

Since the Act was passed, government enforcement
activity against corporations and individual corporate
wrongdoers has expanded considerably. For instance, in
fiscal year 2002, the SEC’s Division of Enforcement
opened an estimated 479 investigations.®? In addition,

(footnote continued...)

November 13, 2002) (explaining that a confidentiality agree-
ment indicated that the disclosing party had heightened expec-
tations of privacy).

58. As well as creating new crimes and enhancing penalties for
existing crimes, the Act substantially increased the SEC’s staff
and budget. Sarbanes-Oxley Act § 601.

59. Id.

60. SEC 2004 Annual Performance Plan/2002 Annual Performance
Report (March 2003).
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the Division instituted 317 civil proceedings, as well as
281 administrative proceedings.®! In 2003, the Division
filed 679 enforcement actions, more than in any previous
year.62 Of these, 199 involved financial fraud or report-
ing.%3 Over the past few years, the Commission has sued
the country’s 10 largest broker-dealers, as well as 14 cur-
rent Fortune 100 companies or their officers.®* In addi-
tion, since the Act’s passage, whistleblowers have filed
more than 169 complaints under the Act with the Depart-
ment of Labor, and complaints under the Act now out-
number any other type of whistleblower or discrimination

complaints.®3

Virtually contemporaneously with the passage of the
Act, President George W. Bush formed the interagency
Task Force “to strengthen the efforts of the Department
of Justice and Federal, State, and local agencies to investi-
gate and prosecute significant financial crimes, recover the
proceeds of such crimes, and ensure just and effective
punishment of those who perpetrate financial crimes.”¢®
The Task Force, of which the SEC is a member, is intend-
ed to enhance inter-agency coordination of regulatory and
criminal investigations.®” In the Enron case alone, the
joint efforts of the DOJ and the SEC have led to twelve
SEC enforcement actions against Enron officers and direc-
tors®® and federal criminal charges against more than two
dozen individuals.®®

In the first year of its existence, the Task Force enabled
federal prosecutors to net over 250 criminal convictions,
as compared to a mere 46 convictions during the preced-
ing year.”% Approximately 75% of these convictions led

61. Id.

62. See Remarks to the Practicing Law Institute, Speech by SEC
Chairman William H. Donaldson (March 5, 2004).

63. Id.

64. Remarks to the Council of Institutional Investors, Speech by
SEC Chairman William H. Donaldson (March 25, 2004).

65. Sarbanes-Oxley Whistleblower Complaints Claim Top Spot at
Department of Labor, Corporate Crime Reporter 3 (March 29,
2004).

66 . Executive Order 13271 of July 9, 2002.

67. First Year Report, Corporate Fraud Task Force (July 23,
2003).

68. Statement Regarding SEC Action Against Ex-Enron Officer Jef-
frey K. Skilling, Remarks by Stephen M. Cutler, Director, Divi-
sion of Enforcement, U.S. Securities & Exchange Commission
(February 19, 2004).

69. Deborah Solomon, Former Enron Official Is Likely to Settle
Charges, Wall Street Journal, at A6 (May 5, 2004).

70. First Year Report, supra note 35.
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to prison sentences.”! As of May 31, 2003, the Task
Force was involved in more than 320 criminal investiga-
tions involving more than 500 individual subjects.”?
Actual charges were pending in 169 cases against 354
defendants.”3 In the first year of its existence, the Task
Force’s activities led to charges or convictions of at least

25 former chief executive officers.”*

These convictions are leading to stiff prison sentences.
In some cases, the 2001 Amendments to the Sentencing
Guidelines increased the prison terms for economic crimes
to four or five times their 2000 levels.”S For example,
Jamie Olis, a former Dynegy executive, was sentenced to
more than 24 years in prison due to his involvement in
corporate fraud.”® David Heath Swanson, former CEO
of Countrymark Cooperative, Inc., is now serving a 15-
year sentence.”/ Andrew Fastow, former CFO of Enron,
pleaded guilty to two felonies and accepted a 10-year
prison sentence.”® Sam Waksal, formerly ImClone CEO,

is serving an 87-month sentence.”?

As these statistics make abundantly clear, the DOJ and
the SEC are in a very active and aggressive period of
enforcement. Given the success of the Task Force’s inter-
agency cooperative efforts, these agencies will likely con-
tinue to conduct joint investigations at an unprecedented
rate. Corporations should expect the SEC to turn routine-
ly to the DOJ for a determination of potential criminal lia-
bility when new matters come in. While both entities have
used the provisions of the Act to protect the integrity of
the financial markets, they have continued to identify new

71. Statement Of James B. Comey, Deputy Attorney General of the
United States Before The United States House Of Representa-
tives Committee On Appropriations Subcommittee On The
Departments Of Commerce, Justice, State, The Judiciary And
Related Agencies (March 24, 2004).

72. See First Year Report, supra note 35.

73. Id.

74. Id.

75. United States Sentencing Commission, Guidelines Manual, §§
2B1.1 and 5A; see also Neil Weinberg and Mary Ellen Egan,
Criminal Injustice System; White-Collar Crooks Deserve
Tough Treatment. But Tougher Than Killers Get?, Forbes, at
42 (April 26, 2004).

76. Former Dynegy Executive To Serve 24+ Years In Prison For
Securities Fraud, Press Release, United States Attorney’s Office
for the Southern District of Texas (March 25, 2003).

77. Greg Burns, White Collars, Prison Blues, at http://www.silicon-
valley.com/mld/siliconvalley/7718811.htm.

78. John R. Emshwiller, Executives on Trial: Lea Fastow Receives
Sentence in Enron Tax Case, Wall Street Journal, at C3 (May
7,2004).
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and more aggressive ways to enforce previously existing
criminal law. Conduct that previously may have been
ignored or subject to less than aggressive enforcement now
leads to multiple count indictments and front-page news.

The SEC is also pursuing substantial civil penalties from
corporations and individuals. For example, the SEC filed
a seven-count complaint against boxing promoter Cedric
Kushner Promotions, Inc. (“CKP”) and three officers and
directors of CKP. The SEC is using the Act’s newly creat-
ed provisions on false certifications against the individual
defendants, as well as traditional criminal law principles
under federal securities law.39 The SEC seeks, among
other things, civil penalties against all defendants and a
permanent officer and director bar against the individual
defendants.8! The defendants claim that the “false certifi-
cation” was actually an honest mistake that was subse-

quently corrected.82

In April 2002, the SEC obtained a $10 million civil
penalty against Xerox Corporation for alleged accounting
fraud.®3 In July 2003, WorldCom agreed to pay a civil
penalty of $500 million in cash and $250 million in
stock.84 On May 17, 2004, the SEC settled an enforce-
ment action with Lucent Technologies, Inc. and several of
its employees, three of whom have agreed to pay the SEC
in excess of $100,000 apiece.3’

The government has also vigorously pursued actions
against business entities it views as uncooperative. In
March 2004, the SEC settled an enforcement action
against Banc of America Securities, LLC for $10 million

79. Edward Iwata, Setbacks Won't Deter Prosecution Of White-
Collar Crime; Big Wins Offset High- Profile Letdowns, USA
Today at B.03 (April 5, 2004).

80. SEC v. Cedric Kushner Promotions, Inc., Complaint, Case No.
04 CV 2324, United States District Court for the Southern Dis-
trict of New York (March 24, 2004); SEC Lit. Rel. No. 18638
(2004).

81. .Id.

82. Tim Smith, Mayweather Seeks Respect, New York Daily News,
at 75 (March 31, 2004).

83. Xerox Settles Sec Enforcement Action Charging Company with
Fraud, Agrees to Pay $100 Million Fine, Restate Its Financial
Results and Conduct Special Review of Its Accounting Con-
trols, Lit. Rel. No. 17465 (April 11, 2002)

84. Former SEC Chairman Richard Breeden to Supervise Distribu-
tion of SEC’s Civil Penalty Against WorldCom, Lit. Rel. 18451
(November 10, 2003).

85. Lucent Settles SEC Enforcement Action Charging the Compa-
ny with $1.1 Billion Accounting Fraud, Rel. 2004-67 (May 17,
2004).
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after the defendant repeatedly failed promptly to furnish
documents, provided misinformation concerning the
availability and production status of such documents, and
engaged in dilatory tactics that delayed the SEC’s investi-
gation.3¢ The Lucent settlement included a $25 million
penalty for Lucent’s failure to cooperate, including slow
or incomplete document production and efforts to protect

individual employees.8”

Effect of the New Landscape

These various elements — the new offenses, the stricter
penalties, the obligations to be proactive and to investi-
gate and disclose misconduct, and the greater resources
being devoted to prosecution of white-collar crime —
make for an inhospitable landscape. The result, for the
individual and the corporation, is that prompt and com-
plete cooperation with the government is frequently the
only option available. As the recent parade of corporate
scandals and prosecutions has shown, those who cooper-
ate with the government are receiving significantly lighter
sentences than those who fight.88 Cooperation may make
the difference between the proverbial slap on the wrist
and a life in prison for individuals or the equivalent of the
death penalty for corporations. Contributing to this stark
dichotomy is the structure of the Sentencing Guidelines,
which leaves judges and prosecutors with little discretion
over sentences except in very limited circumstances —
where prosecutors have a choice among various offenses
to charge, and where under Section 5K1.1, the govern-
ment advises the court that the defendant has provided
substantial assistance to the government’s investigation.
In the latter instance, regardless of the charge itself, the
amount of a reduction that the government can request
and the judge may grant is unlimited.

SURVIVING IN THE NEW LANDSCAPE

The strategies for surviving in this harsh new environ-
ment are essentially the same as they have always been.

86. SEC Brings Enforcement Action Against Banc of America Secu-
rities for Repeated Document Production Failures During a
Pending Investigation, Rel. No. 2004-29 (2004).

87. See Rel. 2004-67, supra note 84.

88. See, e.g., Mary Flood, Judges Get Feisty In Plea Bargains /
Some Seem Upset At Loss Of Options, Houston Chronicle at 1
(April 25, 2004) (comparing the 24-year sentence of one Dyne-
gy executive following trial with the maximum five-year sen-
tences of executives who pleaded guilty).
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Commentators have been warning for years now of the
need to implement strong compliance programs, the need
to investigate misconduct, and to cooperate with the gov-
ernment. In the past, this advice may have been seen as
theoretical or academic. Now, as enforcement has
increased, these warnings take on a new urgency.

Deterrence at Work — Prevent Misconduct
Before it Happens

Effective Compliance Programs. The best way to avoid
enforcement problems is to keep the problem from arising
in the first place. Thus the first step in dealing with
enforcement actions must be to create and implement an
effective compliance plan.8? Such a compliance program
must reflect and reinforce a culture of openness and
accountability within an organization and will assist all
members of the corporation — from the chief executives
to the bookkeepers to the entry-level personnel — in
meeting these critical corporate missions and objectives.

A strong compliance plan will inform employees of
their individual responsibilities and those of the corpora-
tion, and will make employees aware of the consequences
of their actions. Keeping a workforce well informed can
deter or prevent potential wrongdoing. Sharing informa-
tion should also encourage internal problem-solving and
deter whistle-blowing. A company that rigorously polices
itself may persuade the government not to prosecute it for
isolated misconduct and may avoid vicarious civil liability
for employee misconduct.”® Compliance may also reduce

89. The government’s most recent iteration of the elements of an
effective compliance plan is found in the Sentencing Commis-
sion Advisory Group’s recommended new guideline. Those
elements are as follows:

1. compliance standards and procedures to prevent and
detect violations of law;

2. personal knowledge and oversight of the program at the
corporation’s highest levels;

3. denial of authority to employees with the propensity to
violate the law;

4. communication and training regarding compliance from
highest-level management;

5. ongoing monitoring, auditing and evaluation of compli-
ance systems;

6. encouragement of whistle-blowing, including anonymous
reporting;

7. consistent promotion and enforcement of the compliance
plan through incentives; and

8. prompt response to wrongdoing and adjustment of the
plan to prevent reoccurrence.

Report, at pp. 56-91.
90. See Thompson Memo, supra note 35; Rule 21(a) Report.
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corporate exposure to punitive damages where there is
civil liability.?!

Impact on corporate transactions. Prevention issues
also arise in the context of traditional corporate transac-
tions. The most immediate effect is the need for compli-
ance with the new disclosure, reporting and corporate
governance requirements in capital markets transactions
and the securities registration and distribution aspects of
public company mergers and acquisitions. Although the
details of those requirements are beyond the scope of this
article, the Act has also had a more general effect on plan-
ning for and conducting mergers, acquisitions and other
strategic transactions involving both private and public
companies.

In the area of mergers and acquisitions, the Act has cre-
ated whole new areas of concern for due diligence and
has accentuated the importance of traditional areas of due
diligence review. Following an acquisition, the acquirer’s
chief executive and financial officer will be required to
include the target’s operations within the scope of their
certifications under the civil and criminal penalties of Sec-
tions 302 and 906 of the Act. In order to prevent poten-
tial issues with future certifications, an acquirer will need
to have a thorough understanding of the target’s system of
disclosure controls and procedures and internal control.
Those systems should be tested and analyzed for compati-
bility with the acquirer’s own systems and procedures so
that any potential concerns can be identified and
addressed during the course of the transaction. Off-bal-
ance sheet transactions, loans to officers and directors,
corporate governance procedures and the overall compli-
ance culture of a target must be thoroughly reviewed.

Post-transaction issues related to director and auditor
independence requirements need to be anticipated and
resolved as part of transaction planning. Mergers con-
templating that directors from each company will serve on
the board and board committees of the surviving corpora-
tion will require analysis of director relationships that
could impair independence with respect to the combined

91. See Kolstad v. American Dental Ass’n., 527 U.S. 526 (1999)
(holding that employers may not be liable for punitive damages
in Title VII cases based on the actions of managerial employees
if the actions were contrary to good faith efforts by employers
to comply with Title VII); see also EEOC v. Wal-Mart Stores,
Inc. 187 F.3d 1241 (10th Cir 1999) (explaining that good faith
efforts at compliance must be more than written policies; such
efforts must include employee education).
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entity. Relationships between employees of either compa-
ny and the independent auditors of the surviving entity
will also require analysis to ensure that they are not prob-
lematic.

The planning implications of the Act are important for
privately held companies too. Private companies, or their
investors, contemplating an initial public offering, other
capital raising through the public securities markets, or a
sale to a public company, must consider the company’s
compliance capabilities and foresee relationships or activi-
ties that could present future concerns. A transparent pri-
vate company with an effective compliance program will
likely be more attractive to companies that are already
subject to the Act. Such private companies will also have
fewer obstacles to an initial public offering or other capi-
tal markets activities.

In addition to enhancing their due diligence procedures,
acquirers are providing protective provisions to address a
target’s compliance with the Act in their deal documenta-
tion. Representations in merger and acquisition agree-
ments often specifically address the company’s financial
statements, internal control and disclosure controls and
procedures, the existence of loans to officers and direc-
tors, and the certifications by chief executive and financial
officers. In addition, conditions to closing or market-out
provisions may by triggered by a material failure to com-
ply with a relevant provision of the Act.

Changes in expectations for corporate governance stan-
dards have affected private companies as well as those
that are subject to the Act. Commentators have noted
that private companies, as well as not-for-profit organiza-
tions, are increasingly re-evaluating their corporate gover-
nance and following Act requirements.”> As market and
legal expectations for private companies become more
established, it will become increasingly important for
these companies to adopt governance standards modeled
after the Act.

When Prevention Fails — Responding
When Misconduct Occurs

If, despite the corporation’s best efforts at compliance,
wrongdoing does occur, the corporation must be prepared

92. See, e.g., David Ferrera, Sarbanes Effects Extending Beyond
Public Companies, Chicago Lawyer (April 2004).
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to act quickly and decisively. Any investigating body will
want to know how the corporation reacted when it dis-
covered the wrongdoing. If the response is inappropriate,
the corporation may expose itself to criminal and civil
penalties for obstruction of justice. While the original
charge may be complicated and difficult to prove, an
obstruction charge arising from the corporation’s failure
to respond appropriately may be much more attractive to
the government.

A recent example is that of Homestore Inc., in which
the SEC decided to take no action against the corporation
despite evidence, resulting in guilty pleas, that three senior
executives had deliberately inflated revenues by engaging
in fraudulent transactions. The SEC explained its decision
not to proceed against the corporation:

The Commission also announced today
that it would not bring any enforcement
action against Homestore because of its
swift, extensive and extraordinary coop-
eration in the Commission’s investiga-
tion. This cooperation included report-
ing its discovery of possible misconduct
to the Commission immediately upon
the audit committee’s learning of it, con-
ducting a thorough and independent
internal investigation, sharing the results
of that investigation with the govern-
ment (including not asserting any appli-
cable privileges and protections with
respect to written materials furnished to
the Commission staff), terminating
responsible wrongdoers, and implement-
ing remedial actions designed to prevent

the recurrence of fraudulent conduct.””3

Corporations that fail to follow the example of Home-
store risk significant additional penalties beyond criminal
conviction. SEC actions over the past few years also indi-
cate that the SEC is willing to impose substantial fines on
corporations that do not fully cooperate. In a case against
Xerox Corporation, the SEC settled for an “unprecedent-

93. SEC Files Financial Fraud Case Charging Three Former Home-
store Executives; Defendants Agree to Repay $4.6 Milllion in
Illegal Trading Profits, Litigation Release No. 17745 (Sept. 25,
2002).
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ed” $10 million penalty, that reflected, in part, a sanction
against Xerox for failure to cooperate.”* 1In a case
against Dynegy Incorporated, the SEC imposed a $3 mil-
lion penalty on the corporation, despite the penalty’s
adverse effect on shareholders, because of Dynegy’s initial
lack of cooperation.?S The SEC implied that the fine
would have been higher if Dynegy’s new board of direc-
tors had not ultimately cooperated in the investigation.?®

These substantial penalties are attractive to the govern-
ment, which tends to pursue those charges that are most
likely to result in convictions.?” While complicated finan-
cial and accounting-related crimes may present the great-
est available penalties and fines, the easiest charges to
prosecute are often those relating to obstruction, i.e., the
“cover-up”, rather than to the crime itself.

Indeed, the Act has expanded the scope of possible
obstruction charges. Before the Act was passed, the gov-
ernment was required to show that a defendant had
destroyed or tampered with evidence in a pending case or
investigation.?8 Under the Act, the government need
show only that the obstructive conduct occurred in rela-
tion to or in contemplation of any federal investigation or

bankruptcy case.”?

For example, in one of the first document destruction
cases under the Act and another example of increasing
inter-agency cooperation, the SEC, the FBI and the USAO
joined forces to arrest and charge a former Ernst and
Young audit partner under, among other things, the falsi-
fication of records provisions of Section 802 of the Act,
for the partner’s alteration and deletion of audit papers
made in the belief that a federal investigation was immi-

94. Xerox Settles SEC Enforcement Action Charging Company
With Fraud; Xerox to Pay Largest Financial Fraud Penalty Ever
Against Public Company; Company Agrees to Restatement of
Financial Results, Special Review of Accounting Controls, Rel.
No. 2002-52 (2002).

95. SEC Settles Securities Fraud Case with Dynegy Inc. Involving
SPEs and Round-Trip Energy Trades, SEC Lit. Rel. No. 17744
(2002).

96. Id.

97. See, e.g., Jonathan D. Glater, In Recent Cases, It’s the Cover-
Up, Not the Crime, N.Y. Times (May 4, 2004), at C1 (com-
menting that prosecutors have developed a strategy of filing
charges on “simple and straightforward” conduct like lying to
or hiding evidence from the government).

98. 18 U.S.C. § 1505.

99. Sarbanes-Oxley Act § 802(a) (codified at 18 U.S.C. § 1519).
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nent.190  In addition, the SEC brought administrative
proceedings against the defendant and two of his former
partners, based on their alteration and destruction of
working papers and subsequent concealment in sworn tes-
timony before the SEC.101

In a recently settled case, the SEC and the New York
State Attorney General obtained a conviction, lifetime
industry bar and a $400,000 civil penalty against a mutu-
al fund vice-chairman who attempted to impede an SEC
investigation by concealing documents from his own
attorneys, deleting emails and directing his staff to lie to

investigators.102

Frank P. Quattrone, a former banker with Credit Suisse
First Boston, was recently found guilty of obstruction of
justice because he sent an e-mail endorsing a colleague’s
suggestion that staff “clean up” files related to certain
stock deals that Mr. Quattrone knew were under investi-
gation by the federal government.103 In Mr. Quattrone’s
case, the government pursued only obstruction of justice
charges and not charges for the underlying wrongdo-
ing.104

The government’s standards regarding cooperation are
high, and examples like Homestore have raised the bar for
other companies. In the DOJ’s view, a corporation that
decides to cooperate should not invoke any privileges,
protect culpable employees, including paying legal fees,
shield officers or directors, provide broad representation
to employees, prevent employees from answering ques-
tions, withhold or delay production of documents, or fail
to disclose illegal conduct.!9% Failure to meet those
expectations may in itself be viewed as obstruction:10¢

100. Former Ernst & Young Audit Partner Arrested for Obstruction
Charges and Criminal Violations of Sarbanes-Oxley Act, Rel.
No. 2003-123 (2003); Commission Issues Orders Alleging
That Auditors Violated Rules of Practice by Altering and Delet-
ing Audit Working Papers, SEC Administrative Proceeding
Release 48543 (September 25, 2003).

101. Id.

102. New York AG and SEC Bring Criminal and Civil Actions
Against Mutual Fund Executive, Rel. 2003-138 (2003).

103. See Andrew Ross Sorkin, supra note 71.

104. Id.

105. Thompson Memo, supra note 35.

106. Remarks Before the AICPA National Conference on Current
SEC Developments, by Paul R. Berger, SEC Associate Director,
Division of Enforcement (December 5, 2000).
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[Clooperation must be early, meaning-
ful, and complete. In practice, this
means a variety of things, including, but
not limited to: producing documents
and witnesses for testimony in a timely
way — including foreign employees still
employed by the company; providing
materials and information gathered dur-
ing internal investigations, even those
conducted by in-house or outside attor-
neys; doing a comprehensive overview
of internal controls and books and
records to ensure that sufficient compli-
ance mechanisms are in place for the
future; and finally, cleaning house —
firing the employees, wherever they are
located whether in the US or abroad,
who are involved in or responsible for
the fraudulent conduct. Still more fac-
tors may arise, depending on the facts of

a given investigation.107

In the context of these expectations, an appropriate
response to an allegation of wrongdoing requires the cor-
poration to: (i) listen; (ii) preserve evidence; (iii) investi-
gate; (iv) stop the misconduct; and (v) remediate any
harm. The failure to act appropriately at any stage may
ultimately expose the corporation to significant criminal
exposure and severe civil penalties.

Listen. The first step in the response process is to listen.
Wrongdoing may be identified early and cured quickly,
but only if there is an effective communication system in
place. The key is to create an open atmosphere by
encouraging employees to communicate about corporate
compliance, to raise questions or concerns about corpo-
rate decisions, and to take all reports of wrongdoing seri-
ously. Officers and directors are now expected to address
any wrongdoing by dealing with it swiftly and decisively.
The surest way to give officers and directors the ammuni-
tion to respond early is to have a communication system
in place and to pay attention to those with questions and
concerns.

Another aspect of listening is treating whistleblowers
seriously and protecting them from retaliation. Not only
does retaliation against whistleblowers subject the corpo-

107. Id.
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ration to liability under a variety of statutes
mon law theories,19? failure to take whistleblowers seri-
ously increases the likelihood that they will go to the gov-
ernment, the media, or other external actors rather than

merely pursue their complaints internally.

Preserve evidence. The second step in any effective
response effort is to preserve the evidence. Document
retention policies and practices, which all too often are
treated casually, assume greater importance in today’s
world, where the charges of destruction of evidence and
obstruction of justice may be the most serious charge the
corporation faces. Special attention should be given to
electronic data, which is often routinely discarded. Fail-
ure to take immediate steps to retain all relevant docu-
ments as soon as potential misconduct is identified can
result in loss of critical data in the early days of the inves-
tigation. At best, this will make it more difficult for the
corporation to determine all of the facts; at worst, it can
provide a separate basis for criminal liability.

Investigate. Once the alleged wrongdoing is identified
and the documents are preserved, the third step is to
investigate the facts and analyze them in light of govern-
ing legal principles. Knowledge is power, and with
knowledge of what took place, a corporation can begin to
assess its potential risks. An effective internal investiga-
tion may also help the corporation avoid a more intrusive
government investigation. More fundamentally, as is evi-
dent from the various discussions above, an internal inves-
tigation may help a corporation avoid draconian penal-
ties, an important consideration in today’s legal and
corporate climate. Further, such an investigation may well
be required under common law principles, if not under
specific statutory direction.

An internal investigation may help the corporation
avoid both civil and criminal penalties. If the government
perceives the corporation’s investigation to be thorough
and effective, the government may rely solely on the inter-

108. See, e.g., Occupational Health and Safety Act, 29 U.S.C. §
660(c)(1) (providing broad protections to whistleblowers); see
also Sarbanes-Oxley Act § 1107 (codified at 18 U.S.C. §
1513(e)).

109. See, e.g., Flenker v. Willamette Industries, Inc., 967 P.2d 295,
299 (Kan. 1998) (carving out a public policy exception to the
common law at-will employment doctrine that allows an
employee to bring a wrongful or retaliatory discharge action
against his employer).
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nal investigation. Thus, the corporation that conducts an
effective internal investigation may keep the situation
under its own control and avoid the risk and upheaval
attendant upon a government investigation.

However, corporations should be aware that the gov-
ernment typically insists on reviewing the full results of
an internal investigation. As discussed above, the govern-
ment will likely demand that all documents be produced,
together with interview memoranda and the final report
of the investigation. The government is likely to view
such full disclosure as strong evidence of cooperation,
even though the disclosure may expose the corporation or
its employees to additional risks. Those risks include indi-
vidual criminal prosecutions and/or third party civil suits
against the corporation.

Stop. Fourth, if, after the investigation, the corporation
determines that there was actually misconduct by a corpo-
rate representative, the corporation must take immediate
measures to stop the misconduct. If the corporation does
not stop the misconduct, it runs the risk of compounding
it. The SEC has stated in no uncertain terms that cooper-
ation includes “cleaning house” by terminating the
employees involved, no matter how senior their
positions.!10 The SEC views attempts to sacrifice lower-
level employees and to retain the upper-level wrongdoers
as impediments and obstructions.!1!

Remediate. Finally, a corporation should remediate as
quickly and completely as possible. It should discipline
the wrongdoers and compensate any victims for their
injuries. The corporation should also develop new com-
pliance procedures to prevent a reoccurrence. Moreover,
an essential part of these remedial efforts may be to dis-
close information, and to terminate and turn in its wrong-
doing employees.

While full cooperation with the government cannot pro-
vide corporations or their employees with an absolute
shield from prosecution, in many instances it is the only
viable option for a corporation faced with a government
investigation because it provides the best chance to avoid
or minimize the penalties associated with wrongful con-

110. Remarks Before the AICPA National Conference on Current
SEC Developments, Paul R. Berger, Associate Director, SEC
Division of Enforcement (December 5, 2000).

111. Id.
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duct. Indeed, if the corporation and its employees fail to
cooperate, they are sure to face prosecution for the alleged
wrongful conduct, as well as the likelihood of additional
charges for obstruction of justice. B
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